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Permissions Groups (2) Tags Security credentials Access Advisor

~ Permissions policies (18 policies applied)

Add permissions

Policy name

Attached directly

=

» BF AWSLambdaFullAccess

» WP IAMFullAccess

=

» BF CloudWatchFullAccess

—{

» NP AmazonKinesisFirehoseFullAccess

Iis

Policy type +

AWS managed policy
AWS managed policy
AWS managed policy

AWS managed policy

© Add inline policy

X X X X
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o Kinesis Firehose MDt&E /% T
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o WAFLog tHH% S3 M read #R policy 1ERX
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1. Kinesis Firehose

WAF A% % S3 [Z#51%£ 9 5 Kinesis Firehose #5%F

Kinesis Firehose D& E/5%E

Kinesis Firehose £{TH® Role & F
Kinesis Firehose & AWS WAF LD EHEETE
1 BED5E T HER



1.1. Kinesis Firehose %7

[ Get started 1 & YT Kinesis Data
Amazon Kinesis services o Firehose |Z:E3RL . I Create

Collect, process, and analyze . "
data streams in real time. delivery Stream 12y LET

) ) ) Pricing (Asia Pacific (Tokyo)) ﬁ m % E O) AWS WAF(Web ACL) t
Ow IT WOrks Amazon Kinesis Data Streams. v
ls(inesis Data E_inehsis Data iinelsits_ Data Cost calculator [ ﬁ l:/ IJ - :/ 3 :/ -ts 1’E m
reams irenose nalytics
zQ. & Getting started 3
B 0 el () o . —_ oo
’ = 8 % CloudFront TOZFIADAFY—Tay

ZIN—DZF JICLTHEEZHEDH TS
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1.2. Kinesis Firehose

» Amazon Kinesis Data Firehose: How it works

Choose source and destination
ify the s n for you

Transform and convert records - optional

Choose source and destination ]

Source: Direct PUT

Destination: Amazon S3

Delivery Stream Name :
aws-waf-logs-<{E & D X F 5>

% Delivery Stream Name [&. 5CEE|

-waf-logs-" &

FIFHEVNSHIRAHYFET DT, TIFELZE



Transform and convert records - optional

Configure Kinesis Data Firehose to transform and convert your record data.

Transform source records with AWS Lambda  Info

Kinesis Data Firehose can invoke an AWS Lambda function to transform, filter, un-compress, convert and process your source data records.
The specified AWS Lambda function can also be used to provide dynamic partitioning keys for the incoming source data before its delivery.
to the specified destination.

transformation

Convert record format  Info

Data in Apache Parquet or Apache ORC format i typically more efficent to query than JSON. Kinesis Data Firehose can convert your JSON-
formatted source records using a schera from a table defined in AWS Glue [2. For records that arent n JSON format,create  Lambda
function that converts them to JSON in the records with AWS L b

Ragord format conversion

()

.3. Kinesis Firehose

Destination settings info

Specify the destination settings for your delivery stream.

S3 bucket

Format: s3://bucket

SldfERALEE A (Disabled)

Transform source records with AWS Lambda
Convert record format



4. Kinesis Firehose %

S3 bucket :
B e f£EE® S3bucket Z57E (ex : csc-waftest)

Dynamic partitioning  Info

Dynamic partitioning enables you o creat targeted data sets by arttoning streaming 53 data based on parttioing keys. You an

parttion your source data with nline parsing and/or the specfied AWS Lamibda function. You can enable dynamic partitioning only when ~r . B =

foucemcs You caioh patitosing foran e stream. Enabling Gyparmi periiobing = P reflx ex: Waﬂ o) /
@:ammm per GIB of p data. For inesis Data ¥l N B .

bled
Enabled

53 bucket prefix - optional - -~ N - [ .
e i e et % Prefix (&, I waflog/ 1EWSEKSIZHT T/ | Z4FHITHKSIZL
waflog/ I

) TLZE

You can repeat the same keys in your S3 bucket prefix. Maximum 53 bucket prefix characters: 1024,

53 bucket error output prefix - optional
You can specify an S3 bucket error output prefix to be used in error conditions. This prefix can include expressions for Kinesis Data Firehose
to evaluate at runtime



5. Kinesis Firehose %

Buffer intervals :

5 MiB

128 Mg, 5 MiB.

Buffer interval
The higher interval allows more time to collect data and the size of data may be bigger. The lower interval sends the data more frequently
when look he

cycles of data activity.
| 60 | seconds

Buffer size :
$3 compression and encryption * :Ij‘:ﬂ-n- (i 5 M B

Kinesis Data Firehose can compress records before delivering them to your 3 bucket, Compressed records can also be encrypted i the 53
bucket using an AWS Key Management Service (KMS) master key.

Compression for data records
Kinesis Data Firehose can compress records before delivering them to your 53 bucket.

isabled

: % Buffer intervals. E71=(&Buffer size [Z3EL=-FFAT S3 (2O

nappy

R ThHERESNEYT

n for data records
essed record gets encrypted in the 53 bucket using a KMS master key.

S3 compression :
GZIP

S3 encryption :
Disable



6. IAM role & F

Tokyo ¥ Sup

my I oo . IAM Role : #ILLMAM O— )LD ERL or :EIR

Server- 1AM role he
1635830651175; no tags.

Server-side encryption  Info

You can use AWS Key Management Service (KMS) to create and manage Customer Master Keys (CMK) and to control the use of encryption
across a wide range of AWS services in your applications.

Enable server-side encrypt

n for source records in delivery stream

Amazon CloudWatch error logging  Info
Choose Enabled ifyou want Kinesis Data Firehose to log record delivery errors to CloudWatch Logs
Disabled

[Create delivery stream |

Permissions  Info
Kinesis Data Firehose uses this 1AM role for al the permissions that the delivery stream needs. To specify different roles for the different
FEMsslons, use the AP! or the CLI.

eate or update IAM role e o veasanens 1y

ates a new role or updates an existing one and adds the required policies to i, and enables Kinesis Data Firehose to assume i

Gfioose existing 1AM role
e role that you choose must have poliies that include the permissions that Kinesis Data Firehose needs,

Tags info
You can add tags to organize your AWS resources, track costs, and control access.

No tags associated with the resource.

You can add up to 50 more tags.

cancet



./. Kinesis Firehose 3

v supert v

3 Creating aws-waf-logs-xiox-uox
It can take up to 5 inutes before the status s updated.

aws-waf-logs-XXXX-XXXX Delete dellvery stream

Delivery stream details

status Destination Data transformation Creation time
© treating Amazon S3 Disabled November 12, 2021, 15:58 GMT+9
Source ARN Dynamic partitoning

Direct PUT s Dissbled

» Test with demo data o

Monitoring | Configuration | Destination error logs

Delivery stream metrics s

hosh un 16 3w csom @] (G| v ][ Addtocashboara

Incoming bytes £ Incoming put requests £ Incoming records i
Bes ot Gaunt




.8. Kinesis Firehose

aws v Suport v

Services ¥ Q

© aws-wat-logs xoocmees was successfuly crated.

Amazon Kinesis > Delivery streams > aws-waf-I0gs 000X

aws-waf-logs-XXXX-XXXX .

Delivery stream details
Status Destination Data transformation Creation time

@ Active Amazon 53 Disabled November 12, 2021, 15:58 GMT+9.
source AN Dynamic partiioning

DirectPUT PR g p—— -

» Test with demo data i

Monitoring  Configuration | Destination error logs

Delivery stream metrics wto

Add to dashboard

ho3h o 12h 10 34 w Custom B

Incoming bytes i Incoming put requests i Incoming records i
By Cout Cou
1 ' '

Termsof

Feedback  English




1.9. Kinesis Firehose & AWS WAF &M E#ELFE

x AWSWAF > WebACLs > Test-Web-ACL
S J—
Test-Web-ACL Downlaad web ACL 3 150N .U_ t‘ X 13 AWS W AF” [_ E L J
N—
oveview | Rules | SotComrot o

“Web ACLs” > “Logging and metrics”
- ZER

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu
nnnnnnnnnnnnn

............. [Enable Logging |

nnnnnnnnnnnnnnnnnn




1. 10 KlneS|s Flrehose tAWS WAF &M &5 7E

AWSWAF > WebACLs > Test-Web-ACL > Enable logging

Enable logging e

Logging destination
Select a destination for your web ACL traffic

Redacted fields

Redacted fields
HTTP method

Logging destination:
Kinesis Data Firehose stream % &iR

KALUR—MERE BRIREZ CFI A DS
& . Logging destination [ Kinesis Data
Firehose D& X IGERYET

Amazon Kinesis Data Firehose delivery
streams [Z[X B & TanfL7= Delivery
Stream Name %:&iR

X 1.2 THRELELOD

[Save|]



11. Kinesis Firehose & AWS WAF D EHEERE

a 4 Global ¥ Support ¥

o

@ Success 3
You updated the logging configuration on the web ACL "Test-Web-ACL'.

Logging A%, "Enabled” |22 TS Z &R

AWSWAF > WebACLs > Test-Web-ACL

Test-Web-ACL

Overview Rules. Bot Control Associated AWS resources Custom response bodies Logging and metrics CloudWatch Log Insights (D)

Logging [ean |

Enable, edit, and disable web ACL trafic logging.

Logging

1 logging destination and settings

Amazon Kinesis Data Firehose delivery stream

Logsare sent to the
aws-wat-logs-xox-ooo 2

Sampled requests [ i

he last 3 hours of requests that match the web ACL rules. Sampled requests are free of charge.

Sampled requests Sampled requests for web ACL default actions
Disabled Enabled
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2. Lambda

BEERID S3 ITHASNT-T74I)L% CSC il S3 IZErk I HEXE

WAFLog H h% (BEZE 18I S3) M read ¥EBR policy YERk
WafCharm & A (CSC fil S3) @ put ¥R policy fERL
WafCharm &# Lambda FH® role Rk

Lambda &£

CloudWatch 04 8% E Z % (Lambda 1 07) X E



1. WAFLog H 515 read #&[R policy {ERL

Services v Resource Groups Giobal ~  Support +
Identity and Access T =lole
Management (IAM) » “ L] L
v: AWS Acoount (358 $36445100) Filter policies ~  Q Search Showing 569 rest j t x I/ \M J: )
Dashboard
droupe Policy name ~. Type Used as Description
Users » 8 AdministratorAccess Job function Permissions policy (1) Provides ful access to AWS services and resources.
Role: » W AlexaForBusinessDeviceSetup ~ AWS managed None Provide device setup access to AlexaForBusiness services 113 P I . t1] > 113 C t I . (1] ‘iE
T e ——— P ——— olicy reate policy =
dentiy providers » W AlexaForBusinessGatewayE... AWS managed None n to services
Account settings
» i AlexaForBusinessNetworkPr...  AWS managed None This policy enables Alexa for Business to perform automated tasks
Gredential report
» i AlexaForBusinessReadOnly...  AWS managed None Provide read only access to AlexaForBusiness services
Encryption keys ;
» B AmazonAPIGatewayAdminis...  AWS managed Permissions policy (1) Provides full access to create/edit/delete APIs in Amazon API Gate.
Search IAM
Q search | »  F AmazonAPIGatewayinvokeF...  AWS managed Permissions policy (1) Provides full access to invoke APls in Amazon API Gateway.
+ AWS Organizations » i AmazonAPIGatewayPushTo...  AWS managed Permissions policy (2) Allows AP Gateway to push logs to user's account
Organization activity » W AmazonAppStreamFullAcoess  AWS managed None Provides full access to Amazon AppStream via the AWS Manageme
Service control policies (SCPs) » i AmazonAppStreamReadOnl...  AWS managed None Provides read only access to Amazon AppSiream via the AWS Man
» W AmazonAppStreamServiceA...  AWS managed None Default policy for Amazon AppStream service role.
» i AmazonAthenaFullAcoess AWS managed None Provide full access to Amazon Athena and scoped access to the de
» i AmazonChimeFullAccess AWS managed None Provides full access to Amazon Chime Admin Console via the AWS
» W AmazonChimeReadOnly AWS managed None Provides read only access to Amazon Chime Admin Console via the
» W8 AmazonChimeUserManage...  AWS managed None Provides ser management access to Amazon Chime Adrmin Consc

@ Feedback (@ English (US)




2.2. WAFLog -

H 715E read #&[R policy 1ERK

Create policy

A policy defines the AWS permissions that you can assign
Visual editor | JSON

Expand all | Collapso all

~ 831 action)
» Service S3
g  Actions pead
H
g GetObject
8
~ Resources ® Speciic
Alresources
objest s
add
Specity

10.a user, group, or role. You can create and edit

Service : S3

a policy in the visual editor and using JSON. Learn more.

Import managed policy

Action : GetObject

Clone ' Remove

Resources :
/arn:aws:sB:::csc-waftest/waflog/*
X 1.4 THELE-HRAE

© Add additional permissions

® Feodback @ English (US)

ARN O3B0
Amazon UV —2%—4 (ARN) i, AWS UY—2&—BIMAIL&ET, UY—2F&
Y-EACEHTY, HERI55 @

$3_object ® ARN DI

arn:aws:s3::csc-waftest/waflog/*

ARN EFBTUR b

Bucket name * csc-wattest/waflog

Object name * v IRT

*vven B

% Resources IZIEE T H/NRIZIETAT “/*"&#fHT5HZE

Review policy |




2.3. WAFLog H 515 read #E[R policy {ERk

Create policy @

Name:
wafcharm-waflog-s3-read (£ E D & i)

e Description : WafCharm ({£&.)

mmmmmmmm BucketName | string ike | csc-watest, Non
Objects like | aws-w:
logs/*

[Create policy]




4. WafCharm &

Resource Groups +

Create policy

*

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edita policy in the visual editor and using JSON. Learn more.

Visual editor | JSON
Expend all | Collapse al
~ $3 (2 actions)

» Service

» Actions

Documentation

PutObjectAc!
~ Resources ®  Specific
close Allresources /
object arn:aws:s3::wafcharm.com/* EDiT | ©
Add ARN to restrict access
> Specify tional)

Import managed policy

put ¥R policy 1ERL

0 :

Clone  Remove

Write
PutObject

Permissions management

® Feodback @ English (US)

© Add additional permissions

Service : S3

Action : PutObject, PutObjectACL

Resources :
arn:aws:s3:::wafcharm.com/*

% CSC D S3 [2xtY SRR

Review policy |

ARN D381

Amazon UV —RF—L (ARN) i, AWS UV —-RE—BKBBILET, Y —Ri3%&

Y—EACENTY, HERI55C

$3_object ® ARN DI

arn:aws:s3:::wafcharm.com/*

Bucket name *

Object name *

ARN EFBTUZ b

‘wafcharm.com IRT

@) $~T

Frel iem




2.5. WafCharm ;&£ put ¥R policy {E Rk

Create policy N - )

Review policy N a m e :

Name* | wal

S wafcharm-waflog-s3-put ({EE D &)

Description  WafCharm
escription a arm =
. 1N
Summary
Q Fiter
BRE G LSSl
Allow (1 of 187 services)
s3 ermissions management  BucketName | string like | None.
watfcharm.com, ObjectPath | string
like | Al

[Create policy

*Required Cancel | Previous I Create policy

@ Feedback @ English (US)




6. WafCharm >&#t Lambda F role YERX

Services v Resource Groups v Global ~.

Create role o : - -

ZOO—)LEERHAT S —EXEEIR : Lambda

orvice @  Anothor AWS account L) Web identity SAML 20 federation
EC2, Lambeia ar oters & Seiongng toyou or e party Cogpito orany Opanid corporat i
Allows AWS services to perform actions on your behalf. Learn more
Choose the service that will use this role
Allows EC2 instances to call AWS services on your behalf.
Lambda
Allows Lambda functions to call AWS services on your behalt. |- . .
—_— - Next: Permissions |
AWS Backup Gonfig Elastic Beanstalk License Manager sNs
AWS Support Connect Elastic Container Service Machine Learning SWF
Ampiiy oMs Elastic Transcoder Macie SageMaker
AppSyne Data Lifecycle Manager  ElasticLoadBalancing MediaConvert Security Hub
Application Auto Scaling  Data Pipeline Forecast Migration Hub Senvice Catalog
Application Discovery DataSync Glue OpsWorks Step Functions
Service
DeepLens Greengrass Personalize Storage Gateway
Batch
Directory Sanice. Guarduty Ram
* Required

® Feedback @ English (US)

T Privacy Policy  Terms of Use




7. WafCharm &3} Lambda F role ¥ERk

Services v Resource Groups ~

Create role @ s e

N J4J)L3—I[ZllambdalZ A AL, —EDHFH5

Choose one or more policies to attach to your new role.

Create policy <
ilter policies v Q lambda ‘Showing 20 results.
-
O i AWSLambdaExecute | &R
» 'AWSLambdaBasicExecutionRole-bf9331ef-78. Permissions policy (1)
» 0 'AWSLambdaDynamoDBExecutionRole ‘None Provides list and read access to Dynamo.
. Pormissions policy (4) Provides full access to Lamba, §3, Dyn...

» Set permissions boundary

* Required Cancel | Previous

® Feedback @ English (US}




2.8. WafCharm &£ Lambda F role {ERX

Create role @ s e 7»{)[/9—l:rwafCharmJ€)\jJL~ _%0)4375\6

~ Attach permissions policies

T ['wafcharm-waflog-s3-put
Jesm— - l'wafcharm-waflog-s3-read |

aaaaaaaaaaaaaaaaaaaaa

ZER

X 2.3, 2.5 TYERKL 1= policy

[Next: Tags ]



2.9. WafCharm & Lambda |

aws

Services v Resource Groups v

role {ERk

Create role D (2 ° M 97\‘ IS j] 1 ~r
Add tags (optional) ODJE u 'i EI%\

Key Value (optional) Remove

‘add 50 more tags.

® Foodback @ English (US)

[Next: Review |



10. WafCharm & Lambda A role £

Global Support

® Feedback

Resource Groups

Create role

Review

Provide the required information below and review this role before you create it.

Role name*  wafcharm-wafog

‘+=,8-_" characters.

Role description W,

Maximum 1000 characters. Use alphanumeric and '+=,@-_* characters.

AWS service: lamba

Policies AwSLambdaExecute
‘wafcharm-waflog-s3-read (21

‘wafoharm-waflog-s3-put (7

Permissions boundary Permissions boundary is not set

No tags were added.

* Required Cancel

@ English (US)

Privacy Policy

Torms of Use

Role name:
wafcharm-waflog (1 &)

Role description :
WafCharm (1 &.)

[ Create role]



e con e £ il : wafcharm-waflog ({£&)

Runtime : Node.js 12.x ~ Node.js 18.x

Execution Role : Use an existing role

BEE D O—)L : wafcharm-waflog
X 2.10 TERL =2 D

¥ 1.4 TEFEL- S3 D/\ryrERL)—2arTE
L TS0

[ Create function |



2.12. Lambda 155 (B3 —F)

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Code source:

: LLTDOY—XZEAGYAT T
| http://docs.wafcharm.com/manual/new aws waf/i
ndex.js

X V—XIL AWS WAF D/\—U 3> TEK
YEFTDOTIEELES N

% Node.js 18.x&x ZFIRTEIGEIZIET74
JL#Zindex.mjs M5 index.js ~NEELTK
=&y,

[Deploy ]


http://docs.wafcharm.com/manual/new_aws_waf/index.js
http://docs.wafcharm.com/manual/new_aws_waf/index.js

13. Lambda £ (M) —

Support

Lambda > Add trigger

Add trigger Add tr|gger .
Trigger configuration I\IJ jj\_': 83 %%*R

storage

Bucket 3 -
Pless slect the 5 bucke tht serves s the event source, The bucket st b i thesame regionas th function. I\ U j] 0) A=
= 5 ax ;&

Event type

Select the events that you want to have trigger the Lambda function. You can optionally set up a prefix or suffix for an event. However, for
each bucket,individual events cannot have multiple configurations with overlapping prefixes or suffixes that could match the same object
key.

. Ny 1.4 TERELT: S3 bucket

Prefix - optional
Enter a single optional prefix to imit the notifications to objects with keys that start with matching characters.

aws-waf-logs/

ARURAT (A TSTORDIERL (F-0)

Lambda will add the necessary permissions for Amazon S3 to invoke your Lambda function from this trigger. Learn
more about the Lambda permissions model.

TL 7499 R 1.4 THEFELI= prefix
. . aX -

Recursive invocation

If your function writes objects to an $3 bucket, ensure that you are using different 53 buckets for input and

output. Writing to the same bucket increases the risk of creating a recursive invocation, which can result in
increased Lambda usage and increased costs. Learn more

1 acknowledge that using the same 53 bucket for both input and output is not recommended and that this
configuration can cause recursive invocations, increased Lambda usage, and increased costs.

ish (US) ¥ L rights r Pr

cy Policy  Terms of

FAdd]



14. Lambda #& £

Code | Test Monitor Configuration Aliases Versions.

| General configuration General configuration info

Triggers

Description Memory Timeout
Pefiissions 128 MB 1 min 0 sec

Destinations

Environment variables

Tags

vPC

Monitoring and operations
tools

Concurrency

Asynchronous invocation

Code signing

Database proxies

File systems.

State machines

Tokyo ¥

ipport

> General configuration:
Timeout : 1 %

Description : WafCharm s&# /A (1£E)




.15. Lambda &£

Lambda > Functions > wafcharm-waflog

wafcharm-waflog

v Function overview info

wafcharm-waflog

@ Layers.

©

{ Throttle Copy ARN Actions v

Description

Last modified
6 minutes ago

Function ARN

o

Code | Test | Monitor | Configuration | Aliases

Code source info

B indexis
TR - TSt
o) Indexss 3 const toBucket
4 const toPath

English (US) ¥

Versions

process.env. HAFCHARM_BUCKET |1 "wafcharm. con';
‘ocess . env. WAFCHARM_PATH | |_"waflog/acceptance,

Ghanges not deployed bK< 3

/1
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2.16. CloudWatch

Lambda B EITR TRV EERSNEEA

AWS a>%Y—)L > CloudWatch > A% % #iR
“ROBIBBEBRICARNINERT DI LDIED
T4 IUME: “&$HLAELN”

EIEOTWST=8

REICHLTAT ORFHAMEEEL TS
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LR—h ez CHRIRATECICEK LT OERSENERESNIDENHYFET
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3.1. WafCharm EIEEM®EIZTARLKR—FDEE

Waf Charm WebACL Config Web Site Config  Managed Rules

WafCharm~& > 2%
TEU Y EESECREET> TSN,

wafcharm.

Tk, X—/LEAIEEEE BRLR— bR SHIA S Wit WEEREHepR—Y 0
TLR— M R EFIRT 3, 2C8ROL. REREY T« VI ERELT
<EEW

Help<—3

X Lik—h&. 8 A¥AICETA 2 A R E AT 48

WafCharm & EE
ALEDA=a—&Y. [ Report ] ZER

Waf Charm Weo.

X ERLR—MEAA—DTT
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4. A= )L BREREZTZCFRASNDEGS

1 ~2FFTOHREMNT T L., b WafCharm EFREMEICTEAIEDEETE.
B ON (ST HEA—ILIZKDBRAMANBDBHABIRSNT S

o F—JLBHEDEKE

o A—)LBIIDXRE
o FA—)LEIHAR



il

A A= LB DEX

Waf Charn  WebACL Config  Veb Site Config Managed Rules Sample ~

n

WafCharmA& 5 &%

WafCharm &2 [&E/m
T EEA=2—&Y. I Web ACL Config1ZiEiR

EBIT, X—JVBABREE AR L K— MEREE HIAE hic LW BERIEHelpR—Y D
TLR— MR ARASREZFIAT 2, 2C8RBOL, BERLY T« VI EERLT
EEW,

HelpR—3/

copytght © Gyber Secuty Cloud I, AllRights Resenved | vt



4.2. A= )L DX

Waf Charm WebACLConfig Web Site Config Managed Rules

il

sample ~

Web ACL Config ﬁ%@rweb ACL NameJEE*R

Web ACL ID Web ACL Name

‘Sample_ Web_ACL. [ ]

XXX KHHXXXX KKK

copyigt © Cyoer Secuty Gl Inc. Allights Reserved | 710850



Waf Charm WebACLConfig Web Site Config Managed Rules Sample
. . S
Vel AC. Conflgidiia Notification |z
<Back | & Edit Notification [l @ Delete

Web ACL ID IR KHAX KRR XKKXXRIK

Web ACL Name Sample_Web_ACL

Access key OR300

Sacretkey B L U———

Rule imit 10

Service type ALB or API Gateway

AWS region ap-northeast-1

Blacklist

Whitelst:

Default Action BLOCK

Use Managed Rule: unused
FQDN S3Path
sample.com 1/ @

copyright @ Cyber Securiy Cloud, Inc. Al Rights Reserved | #Li& 5t
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Waf Charm WebACL Config Web Site Config Managed Rules

sample ~

Notification : Detail

fotfication : Detal [Notification email | Edit | Z# 1R

Web ACL ID 0000000 XK XRRK XK XXXXVXRRKK oxx
Web ACL Name

X TIA4J)LME WafCharm EEE@EmADAS 1>
T — FAA—IL7RLANEZEESNTLNET

Managed Rule Email Notificatoin OFF

Notification email

Email Set date

‘sample@example.com 2020-03-10 11:19:06 +0900

WAEBMICT IO RREDBETT,
Lii— hsgE M E AT %

copyright © Cyber Securly Cloud  In, Al ights Feserved | £\t
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Waf Charm WebACLConfig Web Site Config Managed Rules

Edit Notification Email

< Notification

EmailD%({EZ RA10FE TRRTEET,

' notification@exapmle.com

I Zlert@sample.com

example@cscloud.co,jp
example@cscloud.co,jp
example@cscloud.cojp
example@cscloud.co,jp
example@cscloud.cojp
example@cscloud.co,p
example@cscloud.co,jp

example@cscloud.cojp

Inc. All

| sBuabe

Mo
al

sample ~

[Emails JICIEEDA—IL 7KL RA%FE
[Update ]
X K 10 BFETEEA]

=

E

L/\



4.6. *—JL

Notification : Detail
< Web ACL Config | [ Edit

Web ACL ID
Web ACL Name

WafCharm Email Notificatoin

Managed Rule Email Notificatoin

Notification email

>

18

yAIEH)

Waf Charm WebACLConfig Web Site Config Managed Rules

000X KKK XKKK-XXXXKXXXXXXX
Sample_Web_AGL

OFF

OFF

=

=JL

X

il

Sample ~

Email

notification@example.com

Set date

BAEBPICT B ICERENDETT,
Lt~ bR E AR T 5

inc. Al

| smuabe

['Notification email INERTELI=A—ILTFLXIZE
HENTWBILErESR

[S11Y
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T. A —)LBEFIDEL

Waf Charm  Web A

onfig Web Site Config Managed Rules Sample ~

Notification
< Web ACL Config

[Edit] %8R

Web ACL ID 0KR-HHHK- XK XXX KOOI
Web ACL Name Sample_Web_ACL.

WafCharm Email Notifi OFF

Managed Rule Email N OFF

Notification email
 Edit
Email Set date

notification@example.com

alert@sample.com

BAEBPICT B ICERENDETT,
Lt~ bR E AR T 5

) L Inc. All | smuabe



4.8. A*— )L BHIDES

Web ACL Config  Web Site Config Managed Rules Sample ~
al arm

il

an

Notification : Edit

['WafCharm Email Notificaition |z ON |
— [CZEFEL. savel
‘WafCharm Email Notificatoin OFF

Managed Rule Email Notificatoin B, oFF

copyight © Gyber Secuity Clous, Inc. Allights Reserved | L1
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Waf Charm WebACL Config Web Site Config ~ Managed Rules

Notification : Detail
< Web ACL Config | @ Edit

Web ACL ID
Web ACL Name

WafCharm Email Notificatoin

Managed Rule Email Notificatoin

Notification email
@ Edit

Email
notification@example.com

alert@sample.com

BAEEMICT BOICRBENDETT,
Li— Mg tEARRIREE A FIAY B

XXX KKK XXXX KKK XXXXXNRK

> Web_ACL

Set date

copyright © Cyber Security Cioud , Inc. Al Rights Reserved

Sample ~

['WafCharm Email Notificaition AT ONJIZ
HOTWNBILEETER



\ 4.10. *— )L BHAE

RH (BLOCK/COUNT) Eht=tm & TRRDA—ILNEEFEINFT

A—)LAA L)L WafCharm Attack Detected.

A—JLZEH A : WafCharm Notification wafcharm-notification@cscloud.co.jp
«A—)L%E 5 : WafCharm Notification wafcharm-notification@cscloud.co.jp
«A—)LBCCJE : Notification email JIZEFINTULNAA—ILTRL R (4.6)

Attacks as follows were detected
This report includes up to 10 attacks detected in every buffer interval.
If you need to check more information and attacks, visit your AWS console.

WebACL Name(Web ACL ID): < & #k ®Web ACL Name> (< $%&#H MDWeb ACL ID>)

Matches Rule Name: wafcharm-blacklist-XXX
Time(UTC): Thu, 01 Apr 2020 20:20:00 GMT
Source [P: XXX XXX XXX XXX

Source Country: JP

Action: BLOCK

URI: /



mailto:wafcharm-notification@cscloud.co.jp
mailto:wafcharm-notification@cscloud.co.jp

y

5. BAEEEICREI HmEEIA

o 1A=L (AT IT7AI) [IDERKRI0GEFETRMABRINEEH INET

e EXIMIPRAIL. 1.5 Kinesis Firehose % F @ Buffer intervals. Buffer size TEREL-EIZIELCTEIELE
_d—

e new AWS WAF {14k ® WafCharm Tl& CSC vRr—URIL—)LEDEEREEIL/ELV =6, AWS WAF
Classic {t#k THIAAJREE CSC ¥A—URMIL—ILERADBEIMEREEHYFEE A

o PEBREHDIL—ITI—TEFRHALTLELIL—ILTO COUNT BAIZEHMENEEA



'6. T Dt EFIR

o BEHRD S3ICTHASN-ATI7MILIEREICIGCLTIIIH AUV RS Z AV TERM
(1 BE%)IC S3 Glacier ~DRECHIBRT S LEHRELET

o AWSI[CTHER®D IP PRLADMBZERE TETCLVELMES ARLAR—FOERICT - J&
HASNEIENHYFET

o M~AD WAF OV EEHERECHLEDREE, FHIICTR 2 RElHRAO L, 1.2 ICTHRELS:
[Delivery Stream Name |&xfZ& M Web ACL ID ZH B =S
O  Kinesis Data Firehose [ZT}EELTz S3 12 WAF O W hdhTWNAIL
O  CloudWatch M4/ R kA%SIZ ERROR A QS TULVELZ & (START/END/REPORT D 31TIEHRE H ASN TLND )
m ERROR O#ZRAE

CloudWatch -> Log groups -> /aws/lambda/Lambda B#i4 (¥ =27 JL D54 : wafcharm-waflog)
-> & (—FEL)D Log Stream Z:EIR -> ERROR D AvtE—U FEFER
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e Lambda EEIRIZA—IL (RS —)DIERZHRELIZIFE. BEPD Lambda IZEE mARBRENLL
WA BETE AN HT=8. index.js

e WafCharm IZ AWS WAF MD/\—I 3> V275D Web ACL #& kL. & Web ACL IZTAMEEEZF|H

9 515 A . Kinesis Data Firehose. XU Lambda [/ \— 3> & (CERRL T &L
o RIL/N—2armig4 . Kinesis Data Firehose. XU Lambda B3 A LIEXAIEETT

o AWS KURHEIN TS TV THEEDFRTEICDOVTITEARMIC FEHRLGYFET
o  action: Block DA#REFET DI A) T EFRELIZEE ¢
m  BLOCKL=OY DA ERMEIN D=0, BEABEEE ARLR—KME BLOCK MRV EAN—RIZEBEINET
o action: Count DA RET 74N R) VT EHRELIZGE -
m  WafCharm ® Count [& AWS MEZLTLV% Count EIZEAST=6 ., BHEB RLAR—IAIELBEEELEE A



'6. T Dt EFIR

e WafCharm Tl Logging destination(1.10) A% Kinesis Data Firehose Di5& D& AL R—EEE /1@
MBEREZX R BN =1E1FET (2021/11 B R)




