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AWSIZEWTT 74 L TRESNTLSIERK S —ZZFASNDEEDHERYEYT

Permissions Groups (2) Tags Security credentials Access Advisor

~ Permissions policies (18 policies applied)

Add permissions

Policy name

Attached directly

=

» BF AWSLambdaFullAccess

» WP IAMFullAccess

=

» BF CloudWatchFullAccess

—{

» NP AmazonKinesisFirehoseFullAccess

Iis

Policy type +

AWS managed policy
AWS managed policy
AWS managed policy

AWS managed policy

© Add inline policy

X X X X
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1. Kinesis Firehose
o Kinesis Firehose MDt&E /% T
o Kinesis Firehose E1TH® role %7
o Kinesis Firehose EAWS WAF &M EH# R E
o 1EMETHR
2. Lambda
o WAFLog tHH% S3 M read #R policy 1ERX
o WafCharm &E# /A S3 o full #BE policy {ERkL
o WafCharm &#£ /A Lambda ® role Rk
o Lambda #&ZE/%E
3. LiRk—hH4gE
o WafCharmBEEmEI(ZT. BRLKR—FDEE
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1. Kinesis Firehose

WAFO4 #S3|Z#x51% 9 AKinesis Firehose% % &

Kinesis Firehose D& E/5%E

Kinesis Firehose £{TH® Role & F
Kinesis Firehose EFAWS WAF & D sEHEER TE
1ED5E T FER



1. Kinesis FirehoseiZ%

s v Resource Groups v

Tokyo Support

[Get started JZ&71)yoLLET

N~

Amazon Kinesis

Easily collect, process, and analyze video and data streams in real time, so
you can get timely insights and react quickly to new information.

What can you build with Amazon Kinesis?

Evolve from batch to real-time analytics

Perform real-time analytics on data that has been traditionally analyzed using batch
processing in data warehouse or using Hadoop frameworks,

Case studies: Zillow (7 Hearst Corporation
Developer guides: Kinesis Data Firehose (7 Kinesis Data Analytics (2




A

2. Kinesis Firehosez:x

Services v Resource Groups

Get started with Amazon Kinesis r C reate d el Ive ry Strea m J

o get started, choose an Amazon Kinesis resource to create.

Ingest and process streaming data with Kinesis Deliver streaming data with Kinesis Firehose delivery
streams streams

Process data with your own applications, or using AWS Gontinousiy collect,transform, and load streaming data ino . . o S
managed senios e Amazon Kiness Deta e mazon Recshit. = | ] —-~ S
e, ] E e = oy
-
2 L !0

Create data stream
Analyze streaming data with Kinesis analytics Ingest and process media streams with Kinesis video
applications streams
Run continuous analysis on streaming data from Kinesis data Buid applications to process or analyze sireaming media.

- XCloudFront TOZFIAD K —Sav &l R—S=F J12LT
==y PR E DTS

RE !

Create analytics application Create video stream

Cancel

eedback @ English (US)




Ser v Res

Ki is Fireh Create delivery stream
[swp ttamesnasouce oy delivery stream °
ered uncir the AWS Froe

Choose source
irehose data flow overview
Source irehose delivery strear Destination

Opsona
Sourcer wect PUT or other sources
ess stream
irect PUT or other sources
irehose PUT AP

eeeeeeee

Firshose. Leam more

CloudWatch Logs.

1.3. Kinesis Firehose

on

Nd

il

Delivery Stream Name :
aws-waf-logs-<{E & D XF 5>

Next

*Delivery Stream Namel%. 5£88IZ” aws-waf-logs-"Z{F1T%
ELOSFHIENHYFET DT, TEELLEN
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Next]

FRILERALEE A

;;;;;; the Lar
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

e 0 e Transform source records with AWS Lambda
e T _ —_, e Convert record format
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1.5. Kinesis Firehose

Services v Resource Groups v %

S3 bucket :
f£E D S3bucketZz 157 (ex: csc-waftest)

Prefix :
EE D Prefixz 15 7€ (ex: waflog/)

% Prefix (&, [ waflog/ 1EWSEKSIZwsd [/ | 4+

o
- o
- l' \
$3 destination ~— -
ofdata from anywhere. Leam more
I ccccccccccccccc - l cccccc
s3pr
aaaaaaaaaaaaaaaaaaaa
......
YADOMH Loarn
Prefix | aws:nat-ogs!
3 error preft

mmmmmm

e [ Next ]




1.6. Kinesis Firehose

aaaaaaa

\\\\\\\\\\

Buffer intervals :
H#E4Z (L 60 seconds

Buffer size :
HELZ(L 5 MB

S3 compression :
GZIP

S3 encryption :
Disable

[Create new or choose ]

X Buffer intervals. E7=IdBuffer size (23
LE-BmTS3 Ay MMEfiShEzT



1.7. |AM role

Role Description

1AM Role fl ' firehose_daiivery_role

uuuuuuuuuu

» View Policy Document

JUL =
X e

Role Description:
=

IAM Role :
#HLWIAM O— )LD ERL or ;&R

Policy Name :
FHLLOO—LR)S—DIER or iR

[Allow |
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.8. Kinesis Firehose3

aws

s v Resource Groups

Next]

Kinesis Firehose - Create delivery stream

Stop 1:Namo and source ) ’
Configure settings °
Stop 2: Process recads
Gonfigur b, compresio,ggig, an AWl sftings o your deivry strsam
Stop3:Choose destaton
| step 4: Configure settings
S3 buffer conditions

conditons has been satisfied. Learn more

Buffersize® 5 me
Bufter intorval® 60 seconds.

Speciy s bufer el Dateen 60900 seconcs

S3 compression and encryption

using a KMS master key. Learm more.

53 compression®  Disabled
0 azp
Snappy
zp

S3encryption” O Disabled
Enabled

Error logging
onabled,
reated on your behal Leam more
Emorlogging®  Disabled
© Enabled
Tags (optional)
, track. Loam mors
Koy Vale - optional
Entorkey Entorvalve Remove tag
Addtag
1AM role
i
WAMrole® firehose.deivery_role G

Create new or choose 7

r— P |

® Foodback @




9. Kinesis Firehoses

Services v Resource Groups

A

Kinesis Firehose - Create delivery stream

Step 1: Name and source .
Review

Step 2: Process records.

Review your configuration details before creating your delivery stream.

Step 3: Choose destination

Step 4: Configure settings
Name and source
| step 5: Review

v name

Source

Process records
Source record transformation

Record format conversion

Destination
Destination
53 bucket
53 bucket Prefix

53 bucket error prefix

Settings
3 buffer conditions
‘Compression
Encryption
Error logging
Tags

1AM role

Foodback @ English (US)

Direct PUT or other sources

IoT, CloudWateh Logs, o loudWatch Events.

Disabled

Disabled

Amazon $3
csc-waftest 7
aws-wat-logs/

o error prefix specified

5 MB or 60 seconds
azp

Disabled

Enabled

o tags specfied

firehose_delivery_role (7'

Cancel | Previo

Edit

Edit

[ Create delivery stream |



.10. Kinesis Firehosezx

Services v Resource Groups v

Tokyo v Support ~

Firehose delivery streams ©
Amazon Kinesis 4
Kinesis Firehose delivery streams continuously collect, transform, and load streaming data into the destinations that you specify.
Dashboard
Creating y x
Data Streams. It can take up to a minute before the status is updated.

| Data Firehose

Data Analytics
Test with demo data

Video Streams
Q Filter Firehose delivery streams

External resources

What's new Name v Status

‘aws-waf-logs-wafcharm-dev-
staging

Active

@ Feedback @ English (US)

v

Delete

Created

2019-02-
28T13:2240900

-

Source

Direct PUT and other
sources.

v

Record transformation

Disabled

Destination <

Amazon S3
csc-waftest (7

s of Use
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.11. Kinesis Firehosej

aws

es v  Resource Groups v

Tokyo ~  Support ~

Firehose delivery streams (4
Amazon Kinesis ¢

Kinesis Firehose delivery streams continuously collect, transform, and load streaming data into the destinations that you specify.
Dashboard

dt
—

stream x
Data Streams Next, send records directly to the delivery stream using the Amazon Kinesis Agent or the Firehose API using the AWS SDK, or send records from AWS loT, CloudWatch

| bata Firehose Logs, or CloudWatch Events. Learn more

Data Analytics
Video Streams Test with demo data Delete Z
Q Filter Firehose delivery sireams 1
External resources
What's new
Record transformation e
Name v Staws v Created v Source A4 . Destination =
2019-08- Direct PUT and other Amazon 3
s-waf-logs-wafcharm-wafl Acti Disabl
i s e 02T11:01+0900 sources savled csc-waftest (£

Feedback @ English (US) Privacy Policy Terms of Use




12. Kinesis Firehose EFAWS WAF & D EHEER E

aws Services v Resource Groups - Global ~  Support ~
1 Web ACLs RULE_TEST (2] o
| web AcLs ‘ J— i il b L
Create web ACI Delete Requests Rule Logging —
J
Marketplace Filter  Asia Pacific (Tokyo) - Full logging
Conditions s Full logging allows you to capture information about all incoming requests that are seen by this web ACL. You will need

10 setup Amazon Kinesis Firehose before enabling this option. Please refer to the document on logging web ACL traffic
o information.

| o “Web ACLs” > “Logging” &R

Size constraints.

SQL injestion

RULE _TEST
String and regex i

matching

AWS Shield
Summary -

Protected resources

Incidents.

Global threat o
environment

AWS FMS -
Security policies o

Rule groups

Settings

Feedback (@ English (US) Privacy Policy




13. Kinesis Firehose EFAWS WAF & D B L F

=

Enable logging for RULE_TEST

AWS WAF will deliver logs from your web ACL to your Amazon Kinesis Data Firshose.

Web ACL RULE_TEST

1AM role  AWSServiceRoleForWAFRegionalLogging

Amazon Kinesis Data FirehoselZI&

Z
e

Select a Kinesis Data Firehose that starts with the name *aws-waf-logs-

ogs-". f you dort have have a Kinesis Data Firshose with & name staring with
“aws-waf-logs-*, you can create one on the Kinesis Data Firchose console
Redacted fields

H & Tan4 L1=Delivery Stream NameZ% %R

Ghoose the data felds that you want to hide from the logs. Learn more

Choose field to redact from logs

1.3.THEELLD

This logging configuration doesn't list any fields to redact.

* Required

ack @ English (US)

[Create]




14. Kinesis Firehose EFAWS WAF & D EHEER E

aws =

es v  Resource Groups ~ lobal ~  Supy

H S » [T P — =3
7 Lo M. "Enabled’|Z7E > TN S &7 R
lcxﬁmF . Successfully enabled logging for this web AGL. AWS WAF will send the logs to your Kinesis Data Firehose. g g I n g > n o AL
Rulss
Marketplace Web ACLs RULE_TEST (7]
Conditions c acL [N Requests | Rues | Logaing
Cross-site scripting i = - .
Goomilch Filter  Asia Pacific (Tokyo) - Logging Disable Logging | Edit
1P addresses Name

AWS WAF sends logs for this web ACL to the following Amazon Kinesis Data Firehose.
Size constraints -

SQL injection Logging Enabled

String and regex v Kinesis Data
matohing

Redacted Fields. None

RULE_TEST
AWS Shield

Summary S
Protected resources o
Incidents

Global threat
environment o

AWS FMS O
Securty policies
Rule groups

Settings



1 15 1&0)75?6&!:&.\

S3ZZ)ILAT IT7AILAERSNTULNEHFESR

X 1.5.TEEL=ELD

EROIRETEFELRMAINTELT . T7MILH
A RSN TULVRLVIREE




aich

Overview

Name + Last modified + Size v

h (US)

Services v Resource Groups

Asia Pacific (Tokyo)

Viewing 110 1

Storage class +

Viewing 110 1

Overview

Q Ty

ch. Press ESC to clar.

Name ~. Last modified + Sizo v

n Aug2,20191 94508

Asia Pacific (Tokyo)

Viewing 110 1
Storage class +

Standard

Viewing 110 1

‘oedback @ English (US)
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2. Lambda

BEERIOSIICHNENT=T7A4ILZECSCRINSIIZERIXET DX TE

WAFLogHt /1% (REZERIS3)Dread#&E R policy ¥E A
WafCharm:E# F (CSCHRIS3) D fulltEFR policy ¥ Bk
WacCharm & #LambdaFl DrolefE Rk

Lambdat& e
CloudWatchB 7 5% EF Z & (Lambdati 109 XA E



1. WAFLogH 71 %cread#EBR policy4F A%

Services v Resource Groups Giobal ~  Support +
Identity and Access ks z slo
Management (IAM) » “ L] L
v: AWS Acoount (358 $36445100) Filter policies v Q Search Showing 569 rest j t X I / \M J: J
Dashboard
Soupe Policy name ~ Type Used as Description
Users » i AdministratorAccess Job function Permissions policy (1) Provides ful access to AWS services and resources.
Role: » W AlexaForBusinessDeviceSetup ~ AWS managed None Provide device setup access to AlexaForBusiness services 113 P I . t1] > 113 C t I . (1] ‘iE
T e ——— P ——— olicy reate policy =
dentiy providers » W AlexaForBusinessGatewayE... AWS managed None n to services
Account settings
» i AlexaForBusinessNetworkPr...  AWS managed None This policy enables Alexa for Business to perform automated tasks
Gredential report
» i AlexaForBusinessReadOnly...  AWS managed None Provide read only access to AlexaForBusiness services
Encryption keys ;
» B AmazonAPIGatewayAdminis...  AWS managed Permissions policy (1) Provides full access to create/edit/delete APIs in Amazon API Gate.
Search IAM
Q search | »  WF AmazonAPIGatewaylnvokeF... AWS managed Permissions policy (1) Provides full access to invoke APIs in Amazon API Gateway.
+ AWS Organizations » i AmazonAPIGatewayPushTo...  AWS managed Permissions policy (2) Allows AP Gateway to push logs to user's account
Organization activity » W AmazonAppStreamFullAcoess  AWS managed None Provides full access to Amazon AppStream via the AWS Manageme
Service control policies (SCPs) » i AmazonAppStreamReadOnl...  AWS managed None Provides read only access to Amazon AppSiream via the AWS Man
» W AmazonAppStreamServiceA...  AWS managed None Default policy for Amazon AppStream service role.
» i AmazonAthenaFullAcoess AWS managed None Provide full access to Amazon Athena and scoped access to the de
» i AmazonChimeFullAccess AWS managed None Provides full access to Amazon Chime Admin Console via the AWS
» W AmazonChimeReadOnly AWS managed None Provides read only access to Amazon Chime Admin Console via the
» W8 AmazonChimeUserManage...  AWS managed None Provides ser management access to Amazon Chime Adrmin Consc

@ Feedback (@ English (US)




2.2. WAFLogH 71 %read#E R policy{E ik

WS s~ Resou ps ~ e e
Create policy o 2 Seerce 83
Apol

ioy defines the AWS permissions that you can assign 1o a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

uuuuuuuuuuuuuuuuuu

Action : GetObject

sssssssss

Resources :
S ____——am:aws:s3::csc-waftest/waflog/®
X 1.5 THRELEARE

X Resources IZHEE T B/ NRIZITAT “ *"E{FITHE

Review policy |



2.3. WAFLogH 71 %read#E R policy £ ik

Create policy 1 °

Name:
wafcharm-waflog-s3-read (£ E D & i)

e Description : WafCharm ({£&.)

[Create policy]




2.4. WafCharm>E )

full#Z R policy4E Bk

Service : S3
Action : PutObject, PutObjectACL

Resources :
arn:aws:s3:::wafcharm.com/*

XCSCRIDSIITX T HHER

Review policy |



2.5. WafCharmiE £,

full#Z R policy4E Bk

Create policy

Review policy

Name*

Summary

Q Filter

Service + Resource

Allow (1 of 187 services) Shor

s3 BucketName | string like |
wafcharm.com, ObjectPath | string

ke | Al

Name :
wafcharm-waflog-s3-put ({EZE D & i)

Description : WafCharm (1 &)

[Create policy

@ Feedback @ English (US)



6. WafCharmE#LambdafRrole{E L

Services v Resource Groups v Global ~.

Create role o : - -

ZOO—)LEFERAT S5 —E X%EIR :Lambda

orvice @  Anothor AWS account L) Web identity SAML 20 federation
EC2, Lambeia ar oters = Seongng aparty Cogpito orany Opanid corporat i
Allows AWS services to perform actions on your behalf. Learn more
Choose the service that will use this role
Allows EC2 instances to call AWS services on your behalf.
Lambda
Allows Lambda functions to call AWS services on your behalt. |- . .
—_— - Next: Permissions |
AWS Backup Gonfig Elastic Beanstalk License Manager sNs
AWS Support Connect Elastic Container Service Machine Learning SWF
Ampiiy oMs Elastic Transcoder Macie SageMaker
AppSyne Data Lifecycle Manager  ElasticLoadBalancing MediaConvert Security Hub
Application Auto Scaling  Data Pipeline Forecast Migration Hub Senvice Catalog
Application Discovery DataSync Glue OpsWorks Step Functions
Service
DeepLens Greengrass Personalize Storage Gateway
Batch
Directory Sanice. Guarduty Ram
* Required

® Feedback @ English (US)

T Privacy Policy  Terms of Use




7. WafCharmiE#¥LambdaArole{Efk

Services v Resource Groups ~

Create role @ s e

N J4J)L3—I[ZllambdalZ A AL, —EDHFH5

Choose one or more policies to attach to your new role.

Create policy <
ilter policies v Q lambda ‘Showing 20 results.
-
O i AWSLambdaExecute | &R
» 'AWSLambdaBasicExecutionRole-bf9331ef-78. Permissions policy (1)
» 0 'AWSLambdaDynamoDBExecutionRole ‘None Provides list and read access to Dynamo.
. Pormissions policy (4) Provides full access to Lamba, §3, Dyn...

» Set permissions boundary

* Required Cancel | Previous

® Feedback @ English (US}




2.8. WafCharmiE#Lambdarole{E X

Create role @ s e 7»{)[/9—l:rwafCharmJ€)\jJL~ _%0)4375\6

~ Attach permissions policies

T ['wafcharm-waflog-s3-put
Jesm— - l'wafcharm-waflog-s3-read |

aaaaaaaaaaaaaaaaaaaaa

ZER

+sasemisins s %2.2., 2.4. THERK L= policy

[RODRTVT: 35 ]



2.9. WafCharmiE¥Lambda,

aws

Services v Resource Groups v

roleE ik,

Create role D (2 ° M 97\‘ IS j] 1 ~r
Add tags (optional) ODJE u 'i EI%\

Key Value (optional) Remove

‘add 50 more tags.

® Foodback @ English (US)

[Next: Review |



10. WafCharmiE#LambdaMrole{E

® Feedback

Global Support

Resource Groups

Create role DEEINENN - )

Review

Provide the required information below and review this role before you create it.

Role name*  wafcharm-wafog

‘+=,8-_" characters.

Role description W,

Maximum 1000 characters. Use alphanumeric and '+=,@-_* characters.

AWS service: lamba

Policies AwSLambdaExecute
‘wafcharm-waflog-s3-read (21

‘wafoharm-waflog-s3-put (7

Permissions boundary Permissions boundary is not set

No tags were added.

* Required Cancel

+ Privacy Pollcy  Terms of Use

@ English (US)

Role name:
wafcharm-waflog (1 &)

Role description :
WafCharm (1 &.)

[ Create role]



11. Lambdaf& Z&

Services v Resource Groups v

Lambda > Functions > Create function

Create function .

Choose one of the following options to create your function.

Author from scratch ° Use a blueprint Browse serverless app repository
Start with a simple Hello World example. Build a Lambda application from sample code and Deploy a sample Lambda application from the AWS
configuration presets for common use cases. Serverless Application Repository.

= Oy
= @

Basic information

Function name
Entera name ¢

es the purpose of your function.

wafcharm-waflog

Use only letters, numbers, hyphen: ores with o spaces.
Runtime. info
Choose the language to use to write your function

Nodejs 10 v
Permissions info
[ CloudWatch Logs ssions further when you add

v Choose or create an execution role
Execution role
Choose arol that define the permissions of your function. To create  custom role, g0 o the IAM console,

Create a new role with basic Lambda permissions.
© Use an existing role

Create a new role from AWS policy templates
Existing role

The role must have p
wafcharm-waflog v

View the wafcharm-waflog role on the 1AM console.

® Foodback @ English (US)

£ ®i1 : wafcharm-waflog ({£ &)
Runtime : Node.js 10.x LA E
Role : Use an existing role

BEE D O—)L : wafcharm-waflog
X 2.8. TERLT=2 D

1.5. THRELI=S3IO/N\ryrERLCY—2a  THERK
LTS

[Create function ]



2.12 Lambda%;& (F'*El

—R)

Function code :
LLTDOY—XZEAGYAT T
http://docs.wafcharm.com/manual/index.is

wafcharm-waflog [ = =R
......................
v Designer
£ wafcharm-waflog
Bl
< e
+ Add rigger [E Amazon Clovdwatch Logs
Amazon S3
F code
>
P %o —k
ol
A o ]

funceion cce.

nnnnnnnnnnnnnnnnnnnnn

Basic settings
Description : WafCharm#E# R ((£&.)

Timeout : 159


http://docs.wafcharm.com/manual/index.js

2.13. Lambdat&ZE (M)A —)

Designer :
Add trigger - -
- B)A—IZS3%#E R

Trigger configuration

R MIA—DERTE

f— Ny 1.5, TEEELT=S3 bucket

[[[[[

—— ARUREAT 1 FTOTIRDHERE (F7T)

Lambda will add the necessary permissions for Amazon 3 to invoke your Lambda function from this trigger. Learn
more about the Lambda permissions model.

Enable trigger
now, or create it

TLI4v9R 1.5, TE&RELT=prefix

@ Feedback @ English (US)

K)A—DHFZNE : check

BEY N



14. Lambdatg &£

aws Services v Resource Groups v -
- Lambda > Functions > wafcharm-waflog-hiraitest ARN -
wafcharm-waflog-hiraitest [ rhrottie | [ quatifiers v_| [ actions v |
Configuration Monitoring
v Designer
ﬁ wafcharm-waflog-hiraitest
® Unsaved changes
< Layers ©
s3 Amazon CloudWatch Logs
© Unsaved changes.
+ Add trigger Amazon 53
Resources that the function’s role has access to appear here
s3
csc-waftest © Enabled | pelete

amaws:s3:zescowaftest
® Unsaved changes
i ted  Notification Prefix

back @ English US)

Torms of Us




15. Lambdatg e

aws Services v Resource Groups ~
6]
Lambda > Functions > wafcharm-waflog-hiraitest ARN -
wafcharm-waflog-hiraitest [ rhrottte | [ quatifiers v | [ actions v | v |[ et
Configuration Monitoring
v Designer

. wafcharm-waflog-hiraitest
© saved

< Lavess ©

Amazon CloudWatch Logs

Amazon S3

Resources that the function's role has access to appear here

S3

csc-waftest © Enabled

amiawsisSiicscwaftest
Event type: ObjectCreated  Notification name: Prefix:

eedback @ Engli
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2.16. CloudWatch

LambdaB#ETER THEWEERShFEEA

AWSZ>)—)L > CloudWatch > 0% %:&R
“ROBIBBEBRICARNINERT DI LDIED
T4 IUME: “&$HLAELN”

EIEOTWST=8

REICHLTAT ORFHAMEEEL TS
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3.1. WafCharm B EmEICTAXRLKR—FDEE

Waf Charm WebACL Config Web Site Config  Managed Rules

WafCharm~& > 2%
TEU Y EESECREET> TSN,

wafcharm.

Tk, X—/LEAIEEEE BRLR— bR SHIA S Wit WEEREHepR—Y 0
TLR— M R EFIRT 3, 2C8ROL. REREY T« VI ERELT
<EEW

Help<—3

XLUR—ME, B AMAICHTA 7 H BEE AT A8

WafCharm& 12 Bl &
ALEDA=a—&Y. [ Report ] ZER

Waf Charm Weo.

X ERLR—MEAA—CTT
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4. A= )L BREREZTZCFRASNDEGS

1~2EEXTOHREMNTT L. SHITWafCharm B EEIZ T, BHONIZT HEA—IL
[CEABRMABRDBIMFHIBSNFET

e WafCharmEEEE®IZT, A — L BHNDETE
o F—J)LEHMAR
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A A= LA DL

Waf Charn  WebACL Config  Veb Site Config Managed Rules Sample ~

an

WafCharmA& 5 &%

WafCharm & 12 &
T EEA=a2—&Y. I WebACL Config %:&E1R

EBIT, X—JVBABREE AR L K— MEREE HIAE hic LW BERIEHelpR—Y D
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4.2. 2 — )L BHIDER

A

Waf Charm WebACLConfig Web Site Config Managed Rules

sample ~

Web ACL Config ﬁ%@rweb ACL NameJEE*R

Web ACL ID Web ACL Name

‘Sample_ Web_ACL. [ ]

XXX KHHXXXX KKK
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Waf Charm WebACLConfig Web Site Config Managed Rules Sample
. . S
Vieb ACL Eonf Notification |z
<Back | & Edit Notification [l @ Delete

Web ACL ID IR KHAX KRR XKKXXRIK

Web ACL Name Sample_Web_ACL

Access key OR300

Sacretkey B L U———

Rule imit 10

Service type ALB or API Gateway

AWS region ap-northeast-1

Blacklist

Whitelst:

Default Action BLOCK

Use Managed Rule: unused
FQDN S3Path
sample.com 1/ @
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Notification : Detail
< Web ACL Config

Web ACL ID
Web ACL Name

Email Address

WafCharm Email Notificatoin
Managed Rule Email Notificatoin

WEN D E%

Waf Charm WebACLConfig Web Site Config Managed Rules

o
l

XK XHX-XXIH IR
Sample_Web_AGL
sample@exapmle.com

OFF

OFF
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4.5. A — )L BHIDER

Web ACL Config  Web Site Config Managed Rules Sample ~
al arm

il

an

Notification : Edit

['WafCharm Email Notificaition |z ON |
— [CZEFEL. savel
‘WafCharm Email Notificatoin OFF

Managed Rule Email Notificatoin B, oFF

copyight © Gyber Secuity Clous, Inc. Allights Reserved | L1



4.6. *—JL

B XN D EX

an

Waf Charm WebACLConfig Web Site Config Managed Rules

Notification : Detail
< Web ACL Config | & Edit

Web ACL ID
Web ACL Name.

Email Address

WafCharm Email Notificatoin

Managed Rule Email Notificatoin

OOXXKK KKK KKK KKK KKRKKKKO0X
Sample_Web_ACL
sample@example.com

OFF
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Sample ~

['WafCharm Email Notificaition AT ONJIZ
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\ 4.7. *—)LBEHIANE

BREINDE, TEA—ILA WafCharmBEEBEE 7 AV EDA—)L7RLRAETIEIMSINET
A—)LAAKJL: WafCharm Attack Detected.

A—JLZEH A : WafCharm Notification wafcharm-notification@cscloud.co.jp

A—)LFESE: WafCharm BB E®E 7 HIO D A—I)LTRL X

Attacks as follows were detected.
This report includes up to 10 attacks detected in every buffer interval.
If you need to check more information and attacks, visit your AWS console.

WebACL Name(WebACL ID): <& &+ M Web ACL Name> (<& Z& D Web ACL ID>)
Matches Rule: wafcharm-blacklist-010090004-07 (<Rule ID>)

Time(UTC): Thu, 01 Aug 2019 09:21:03 GMT

Source IP: 192.0.2.0

Source Country: JP

URI: /



mailto:wafcharm-notification@cscloud.co.jp
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5. CSCYR—URIL—ILBHEREZCFAINGSZE

1E (Kinesis Firehose). 2&(Lambda) DEREMNTETL. CSCHOTR—TRIL—IL
(Cyber Security Cloud Managed Rules for AWS WAF HighSecurity OWASP Set)
ZZHFIATAVTLAIEE , WafCharmBEEEE(C T, BXE RV, BEIONIZT HEA—
JLIZRDBRAMNBDE MO FRSINET

e WafCharmEHEE M L THCSCYR—URIL—ILDERTE

O  AWS WAF Managed Rules JL—)LY )L—F D HI|5 #EE<T =27 )L (p4)

e CSCTHR—TFRIL—ILBHEDETE
o HHAA


http://docs.wafcharm.com/manual/use_managedrules_in_wafcharm_JP.pdf#page=4
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5.1. CSCYR—U R IL—ILDFAEETE

WafCharmA&k 5 % WafCharm%iE@ﬁ

TRYVIEESELREET > TSI,

- - EERA=a—&Y ' Web ACL Config %:&iR
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52. CSCYA~—RIL—ILDFFAEETE

Waf Charm WebACLConfig Web Site Config Managed Rules sample +

Web ACL Config ?\'_l'%d)rweb ACL Namejéig#{

<Back | ©AddACL

Web ACL ID Web ACL Name

B m Sample_Web_ACL & &
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3. CSCIYR—URIL—ILDF R

Waf Charm WebACL Config  Web Site Confi

- [Edit 1 Z:E R

Managed Rules Sample

Web ACL ID XK -XHNHK XXX XXX XOHKKXXXXXNHK
Web ACL Name ‘Sample_Web_ACL
Access key DOOOKK ===
il T T T
Rule fmit 10
Service type ALB or AP| Gateway
AWS region ap-northeast-1
Blacklist
Whitelist:
Default Action BLOCK
Use Managed Rule: unused
FQDN 83 Path
sample.com 1/ @
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5.4. CSCTA—UFRIL—ILDOFFRETE

Waf Charm

o ot [Use Managed Rule % used INEEL,
[Save &0)v’




5.5. CSCTR—IRIL—)LBAIMEEEDERTE

Waf Charm WebACLConfig WebSite Config ~ Managed Rules

Web ACL Config : Detail
<Back | ®Edit | = Managed Rules | @ Delete

£

[Use Managed Rule A3 used JIZ7E>TLYS
htéﬁnlb\

KBEBERDCSCYA—URIL—ILDF|RiERIC
5~ 100 EEMUET

B ERRIEZICIELUTARA—USH

AWS WAF Managed Rules JL—)LZ IL—T D FIs #EE<T =
ZJL (p11 ~ 13)

T RMAER% . A=2— EE DT Notification 1 & &R


http://docs.wafcharm.com/manual/use_managedrules_in_wafcharm_JP.pdf#page=11
http://docs.wafcharm.com/manual/use_managedrules_in_wafcharm_JP.pdf#page=11

6. CSCYR—

Waf Charm WebACLConfig Web Site Config Managed Rules

Notification : Detail
< Web ACL Config

Web ACL ID
Web ACL Name.

Email Address

WafCharm Email Notificatoin

Managed Rule Email Notificatoin

BREENICT BIHICIRREDBETT,
LiR— hfEEARTISEEEFIRY 5

XOOOOOKHK XXX XXNK KKK XXXRNANK
Sample_Web_ACL

‘sample@example.com
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57. CSCTR—IRIL—)LBANIHEBEDERTE

Waf Charm WebACLConfig Web Site Config Managed Rules

Notifaton: it Managed Rule Email Notificaition |ZT ONJIZZE &
o S L. save]

Web ACL Name. Sample_Web_ACL
Email Address ‘sample@example.com

WafCharm Email Notificatoin by OFF
Managed Rule Email Notficatoin m orF
‘ © save

ty Cloud , Inc. All Rights Reserved | &L HE



5.8. CSCTA—IRIL—)LBANIMEBEDERTE

Waf Charm WebACLConfig Web Site Config Managed Rules

Notfcation Detal 'Managed Rule Email Notificaition 1A ON JIZ7Zz>T

< Web ACL Config | @ Edit

S WA EEHER

Web ACL Name Sample_Web_ACL
Email Address ‘sample@example.com
WafCharm Email Notificatoin ON

Managed Rule Email Notificatoin
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5.9. CSCY¥R—IRIL—ILEHNE

BREINDE, TEA—ILA WafCharmBEEBEE 7 AV EDA—)L7RLRAETIEIMSINET
«A—)LAAKJL: CSC Managed Rules Attack Detected.

A—JLZEH A : WafCharm Notification wafcharm-notification@cscloud.co.jp

A—)LFE5% : WafCharm B EE 7 AV rDA—)LTRL X

Attacks as follows were detected.
This report includes up to 10 attacks detected in every buffer interval.
If you need to check more information and attacks, visit your AWS console.

WebACL Name(WebACL ID): <& &+ M Web ACL Name> (<& &+ D Web ACL ID>)

Managed Rule: Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set-
Attack Type: suspicious_access

Field Type: url

Matches Rule Name: sample_suspicious_access-url-001

Matches Rule ID:<Rule ID>

Time(UTC): Tue, 19 Feb 2019 02:09:35 GMT

Source IP: 192.0.2.0

Source Country: JP

URI: /
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6.

BINEEEICE T S ESIR

UTEENRI-T=15E. WafCharm D @ENHEEE LR D Web ACL Config IZH T4 @EE14EE D ON
| OFF ICEAHL T RAMNB L RMLET

o ARIYZaTFIIZTHERLT= 1 DD Kinesis Firehose Z#%0 Web ACL IZ:E#LTLVS

o LEEEZLTLNS Web ACL % 2 DLl E WafCharm [Z& kL TLV5

o L3 WebACL MR 1 DTH WafCharm D@EI#EEEEF ON IZLTLVS

UTEEIRI-I-5E . WafCharm D@EENHEEEILI CSCEENDIL—ILT IIL—T (2 kDM IELTE
HMLFET
o CSCY#*—YRJL—JL (Cyber Security Cloud Managed Rules for AWS WAF HighSecurity
OWASP Set) ZF|FHLTL\S
o A—JL@ENHEHEE :ON
o CSCYAR—TFIL—)LBENMEEE : OFF
o CSCYAR—TKIL—ILTHRA
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6. BAEEEICE I HMEEIA

o 1A= JL(ATIFAI)IDERKIOBETHRIMNBLEHINET

o BEIMEFEIL. 1.6 Kinesis Firehose & F @ Buffer intervals. Buffer size TEHREL-EIZIGCTEELE
_d—

o TAHAIUMIZBBEINTVNSA—ITRLALSMNMIBIT HEIETEFEA
o IR#E. HEhRRETH
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o PEH®D SIICHASNE=AT I7AIIERBEIZISLTSA I AV EEESZRAVTESN (178
%)IZS3 Glacier~MiREOHIBR T S EEHRE LET

o AWSIZTHER®D IP FRLADHMBEZEHE TETCLVEWNES ., BRLAR—FDOELIZI - 1EHAZNhS
_ERHYFET



