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Managed Rules
Web ACLs > Web ACL: TEST

& Edit X Waiting Tasks % Completed Tasks & Refresh Status

Rule Group Section
Managed Rule Group Name

Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set-

Individual Rules Section

No Rule Id Name

1 [V Ve g . _FE LR RN LV S ] bad_useragent-header-001

2 iRl [0 N ST TRl ST bad_useragent-header-002

Attack Type
bad_useragent

bad_useragent

Field Type
header

header
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Action Override

Checking

Action Override
No
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TEST USER ~

Managed Rules

Web ACLs > Web ACL: TEST

& Edit X Waiting Tasks i Completed Tasks < Refresh Status
Rule Group Section

Managed Rule Group Name

Action Override
Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set-

No override
Individual Rules Section
No Rule Id Name Attack Type Field Type Action Override Action
1 * e LA™ T P Y G bad_useragent-header-001 bad_useragent header No @ BLOCK
2 phellald 00 B =800 S - Rl e D=l bad_useragent-header-002 bad_useragent header No ©BLOCK
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Services v Resource Groups v

AWS \ Web ACLs

Web ACL: 4
b aicts Create web AC Delete

Rules

Marketplace Filter ~ Asia Pacific (Tokyo) -
Conditio
Cross-site scripting

Name

Geo match

IP addresses
Size constraints
SQL injection

String and regex
matching

AWS S
Summary

hield

Protected resources
Incidents

Global threat
environment

AWS FMS
Security Policies
Rule groups

Settings

Requests  Rules

If a request matches all of the conditions in a rule, take the corresponding action

Order

1

2

o

Logging

Type

Regular
Regular
Regular
Regular

Regular

Edit web ACL

Action
Count requests
Count requests
Count requests
Count requests

Count requests

Cyber Security Cloud Managed Rules for AWS WAF -
HighSecurity OWASP Set-

Group

No override

If a request doesn't match any rules, take the default action

Default action

The following rules within the rule group will be overridden to count

Rule group name

Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set-

Allow all requests that don't match any rules

0 rule(s) excluded

Global

Support ~

(2]



4.2 Managed Rules Q£ &E XUMERIIL—ILD Action ZEE T 554

4.2.1 ActionZ & (Edit [E/mH)

Action Override 85} Action 51y 4L, Update RELERT  wwne
LTLIEE0Y,

I
i

£
i
i
3
i
3
§ &
i
i

m

it

(BLOCK M5 & 14, Action Override IEB % [No] IZ. COUNT®D 15

&lZ. [to Count] £755 &3 ELTLIESLY, ) e - = o= -
MEEE D RBRICIE 10 REBEANIYET, : —_— = = == -
XHEC Managed Rules BIE TI£#£4t M Managed Rules [CEFNEHETD/L—)L e e —
MRRENTOBRTRAL, BERICTHHTERZL—LOARTINTHEYE : == = I =
7+, : e = A—=
0. EEEF LT IL—IUHHo=BEF HR—R TS, - = 3 = e

|
2
I



4.2 Managed Rules Q£ &E XUMERIIL—ILD Action ZEE T 554
4.2.2 Managed Rules EIE DK REFESE

N EIII:.\

AWS TR Ak —)L EDBE Managed Rules ~M Action DZEEEEM#k. £ 50
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Waf Charm Web ACL Config Web Site Config Managed Rules

TEST USER ~

Managed Rules

Web ACLs > Web ACL: TEST

& Edit X Waiting Tasks % Completed Tasks & Refresh Status
Rule Group Section

Managed Rule Group Name

Action Override
Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set-

No override
Individual Rules Section
No Rule Id Name Attack Type Field Type Action Override Action
1 PR = _RITTE IR L L ] bad_useragent-header-001 bad_useragent header to Count 1l COUNT
2 T T BT T bad_useragent-header-002 bad_useragent header to Count 1l COUNT
3 o gy sy ed 800 D] 1 el cookie-body-001 cookie body No © BLOCK
4 R AL Bl 1A S T cookie-gs-001 cookie gs No ©BLOCK
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Services v Resource Groups v Global v Support
AWS WAF Web ACLs el o
Web ACLs e
I Create web ACL Il Requests  Rules  Logging
Rules
Marketplace v
u FMtars| Asia Pacific (Tokyo) If a request matches all of the conditions in a rule, take the corresponding action Edit web ACL
Conditions T
Cross-site scripting Ores Bise Dee Action
Geo match 1 Regular Count requests
P
kdreseos 2 Regular Count requests
Size constraints
P 3 Regular Gount requests
0
String and regex = 4 Regular Gount requests
matching
5 Regular Count requests
AWS Shield 6 Gyber Security Cloud Managed Rules for AWS WAF - Group No override
Zr = HighSecurity OWASP Set-
Summary
Protected resources
1t a request doesn't match any rules, take the defauit action
Incidents
Global threat Defaultaction  Allow allrequests that don't match any rules
environment
The following rules within the rule group will be overridden to count
AWS FMS

Rule group name Status
Security Policies

Rule groups Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set- 2 rule(s) excluded Fd

Settings




4.3 Action ZEHICET BIREDRT—EFRFHER T H5%
431 1BEDART—RATED

Waiting Tasks V0% T 45T . MENEBFLDRT—RREERA L -EITET,

Waiting Tasks [

waf Charm Web ACL Config Web Site Config Managed Rules TEST USER ~

Managed Rules
Web ACLs > Web ACL: TEST

# Edit X Waiting Tasks 3 Completed Tasks & Refresh Status

Target Rule ID Name Task Status Accepted

Group Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set- Refresh Status Waiting 2019-06-05 10:20:57 +0900
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Completed Tasks 0TI HET MEMNT T LIERAT—R2RZ TR ZITFET,

Completed Tasks [EE

Waf Charm Web ACL Config Web Site Config Managed Rules TEST USER ~

Managed Rules
Web ACLs > Web ACL: TEST

& Edit X Waiting Tasks 3 Completed Tasks & Refresh Status

Target Rule ID Name Task Status  Accepted Completed
Rule [T T T bad_useragent-header-001 Update to Override to Count Success 2019-06-05 12:07:45 +0900 2019-06-05

Rule  mllllenil- (N ISCH - SIS -l I  bad_useragent-header-002 Update to Override to Count Success 2019-06-05 12:07:45 +0900 2019-06-05
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Managed Rules

Web ACLs > Web ACL: TEST

£ Edit X Waiting Tasks 3 Completed Tasks & Refresh Status
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Waiting Tasks
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Refresh Status
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Rule Group Section & Individual Rules Section [Z5RREN 5
Action Override IZ2WWTERBALE T,

Waf Charm WebACL Config Web Site Config Managed Rules TEST USER ~
Managed Rules

Web ACLs > Web ACL: TEST
£ Edit X Waiting Tasks 3 Completed Tasks & Refresh Status

Rule Group Section

Managed Rule Group Name

Action Override
Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set- No override
Individual Rules Section
No Rule Id Name Attack Type Field Type Action Override Action
1 il G nohl B0 B el e bad_useragent-header-001 bad_useragent header to Count 1l COUNT
2 e S L R LR ol R RN ] bad_useragent-header-002 bad_useragent header to Count 1l COUNT
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Action Override BRENBEDENE

No override BLOCK
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Action Override BRENBEDENE
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Waf Charm WebACL Config Web Site Config Managed Rules TEST USER ~
Managed Rules

Web ACLs > Web ACL: TEST

# Edit X Waiting Tasks X Completed Tasks & Refresh Status
Rule Group Section

Managed Rule Group Name

Action Override
Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set-

No override
Individual Rules Section
No Rule Id Name Attack Type Field Type Action Override Action
1 | G e L Bt A e, esaeim 0 bad_useragent-header-001 bad_useragent header to Count 1l COUNT
2 T T WA YT T bad_useragent-header-002 bad_useragent header to Count 1l COUNT
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f5) Rule Group Section @ Action Override T Override to count #ZZEIRD 5 & (L. Individual
Rules Section 0 Action & No IZLTL\=3HE& %, Action [& COUNT [ZEYFET,

Rule Group Section
Action Override

Individual Rules Section
Action Override

No override No BLOCK
No override to Count COUNT
Override to count No COUNT
Override to count to Count COUNT
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Waf Charm WebACLConfig Web Site Config Managed Rules TEST USER ~

Managed Rules
Web ACLs > Web ACL: TEST

& Edit X Waiting Tasks i Completed Tasks < Refresh Status

Target Rule ID Name Task Status  Accepted Completed
Rule SO CrmLapnt. Ay W 'F  bad_useragent-header-001 Update to Override to Count | Success 2019-06-05 12:07:45 +0900 2019-06-05
Rule el ) BE- - 0 -JlChie [0  bad_useragent-header-002 Update to Override to Count | Success 2019-06-05 12:07:45 +0900 2019-06-05
Task# WEERE

Update to Override to Count COUNTE—FIZZEE

Update to No Override BLOCKE—FIZZEE

Refresh Status AWS TP A RarY—)L EMDManaged RulesDiKEEER G
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Task QAIBIREEFRITEDH TEEFK#D Status TY,

Web ACL Confi Web Site Confi Managed Rules TEST USER ~
Waf Charm 9 g 9

Managed Rules
Web ACLs > Web ACL: TEST

& Edit X Waiting Tasks X Completed Tasks & Refresh Status

Target Rule ID Name Task Status || Accepted Completed
Rule RO S apst. e .ae "  bad_useragent-header-001 Update to Override to Count | Success | 2019-06-05 12:07:45 +0900 2019-06-05
Rule  mlmlail- ) RS- S-S0 -Jnl0hin I8 bad_useragent-header-002 Update to Override to Count | Success | 2019-06-05 12:07:45 +0900 2019-06-05
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Status =117 PSS
Success h -

Failed(Permission error)

HESNTLWRIEREATELTHET,

ERICEAT 5 IAM FREIXTRER—IFSIELIZELY,
https://www.wafcharm.com/blog/aws-iam-setting-for-wafcharm-jp/

Failed(Managed Rule not found)
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Status

Bk

Failed(Unknown error happened)
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Failed(Max retry was over)
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