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Permissions Groups (2) Tags

Security credentials

~ Permissions policies (18 policies applied)

Add permissions

Policy name

Attached directly

»

>

4

=

‘i
ﬁ

AWSLambdaFullAccess
IAMFullAccess

CloudWatchFullAccess

Access Advisor

Iis

Policy type +

AWS managed policy
AWS managed policy

AWS managed policy

© Add inline policy
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WAF & Shield X

v AWS WAF

Getting started

Bot Control

1P sets
Regex pattern sets

Rule groups

AWS Marketplace

Switch to AWS WAF Classic

» AWS Shield

» AWS Firewall Manager

Securlty, Identity, and Compliance

AWS WAF
Protect your web applications

from common web exploits

AWS WAF s a web application firewall service that lets you monitor web requests that are

forwarded to an Amazon API Gateway API, an Amazon CloudFront distribution, or an

Application Load Balancer. You can protect those resources based on conditions that you

specify, such as the IP addresses that the requests originate from.

What's new

Feature

AWS managed rule
groups

AWS Marketplace seller
managed rule groups

Number of rules per
web ACL

Number of rule groups
per web ACL

New AWS WAF

[©]

©
Up to the web ACL
capacity limit

Up to the web ACL
capacity limit

AWS WAF Classic

B 4 O

Get started with AWS WAF

Set up protection for your Amazon CloudFront
distributions, Application Load Balancers,
and/or Amazon API Gateway stages in just
under 5 minutes.

Pricing (US)

$5.00 per web ACL per month (prorated
hourly)

$1.00 per rule per month (prorated hourly)
$0.60 per million requests processed

View pricing 2

More resources [2

AWS WAF Developer Guide
AWS WAF Security Automations
FAQ

Forum

1. Web ACL® Logging and metricss% 7

'WAF & Shield &Y

'Web ACLs 120w ILZEY
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2. Web ACL® Logging and metricsi% €

WAF & Shield X AWS WAF > WebACLs > WafCharm_test2

v Aws waF WafCharm_test E&IHE E L/T: ll \ Web AC L% Fa‘ﬁ %

Getting started

3
2

Overview | Rules | Bot Control

- Custom Logging and metrics || Cloudwatch Log insights CZ)

Logging and metrics 1& %)%

Requests per 5 minute period

Regex pattern sets

Rule groups
AWS Marketplace Th 3h 12h 1d 3d 1w Custom B

Add to dashboard

Switch to AWS WAF Classic
» AWS Shield

» AWS Firewall Manager

No data available.

Try adjusting the dashboard time range.

® AllowedRequests




3. Web ACL® Logging and metrics%

—

WAF & Shield X AWSWAF > WebACLs > WafCharm_test2

- atcrar et Logging MIEE D

Getting started

—— Overview Rules Bot Control lated Custom resps Logging and metrics CloudWatch Log Insights )
[Enablelz2')v9
1P sets Logging Disable
Regex pattern sets Enable, ecit, and disable web ACL trafic Logging.
Rule groups
AWS Marketplace Logging
Configure your logging destination and settings.
Disabled
Switch to AWS WAF Classic
» AWS Shield

Sampled requests

» AWS Firewall Manager e hws e . free of charge

BICERASN-RENHDEEIF.
rEditi&5Uvs

CloudWatch metrics (0)

Rule name CloudWatch metric name




1.4. Web ACL® Logging and metrics&%5E

AWS WAF > WebACLs > WafCharm_test2 » Enable logging L 0 g g | n g d e St| n at| on:

I langinat
Enable logging [S3 bucket] ZEiR

Logging destination

Select a destination for your web ACL traffic logs.

() Cloudwatch Logs log group

S el ik Frahican st Amazon S3 bucket:

© 53 bucket

Amazon S3 bucket r Create neWJ & 7 I) ‘y7

Select a 3 bucket in your account that begins with ‘aws-waf-logs-' or create one in the Amazon Simple Storage Service (S3) console. You
must use a S3 bucket that's associated with your account.

r
Select an S3 bucket v ‘ I C | Create new [4

Redacted fields

Select the data fields that you want to omit from the logs.

Redacted fields

"] HTTP method
|| Query string
[ URI path

|| Header




1.5. S3 bucket &%

Amazon S3 > Buckets > Create bucket

Create bucket .+

Buckets are containers for data stored in S3. Learn more [4

General configuration

Bucket name

aws-waf-10gs-Xxxxxxx

Bucket name must be unique and must not contain spaces or uppercase letters. See rules for bucket naming @

AWS Region

Asia Pacific (Tokyo) ap-northeast-1 v ‘

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Bucket name:

% Bucket name I%. %
LSHIBEAHYET DT

N
~

~ v

=z
=]
=N

aws-waf-logs-<{EE N X F 5>

BEIZ "aws-waf-logs-" Z{F1T5 &

{fZEby



AWS WAF > WebACLs > WafCharm_test2 > Enable logging

Enable logging

Logging destination

Select a destination for your web ACL traffic logs.

CloudWatch Logs log group
Kinesis Data Firehose stream
© 53 bucket

Amazon S3 bucket

1.6. S3 bucket & #

one in the Amazon Simple Storage Service (53) console. You

Selecta 53 bucket in your account that begins with ‘aws-waf-logs-' or create
must use a S3 bucket that's associated with your account.
aws-waf-logs-xxxxxx A l C ]

l Create new [4

Hal

aws-waf-logs-wafcharm-test-directs3

aws-waf-logs-wafcharm-test1

| aws-waf-l0gs-Xxxxxx

Enable logging DfREE@EICREY.
{ERLT- S3 Bucket Z:&IRLE T



7. S3 bucket &%

=  Enable logging e

o [Save |&#4')vO T BHZET.
Logging destination
Select a destination for your web ACL traffic logs.

SINEEAYEERT SRERET TT

Kinesis Data Firehose stream
O 53 bucket

Amazon S3 bucket
Select a S3 bucket in your account that begins with ‘aws-waf-logs-' or create one in the Amazon Simple Storage Service (53) console. You

must use a S3 bucket that's associated with your account.
Create new [4

aws-waf-10gs-xxxxxx v

Redacted fields

Select the data fields that you want to omit from the logs.

Redacted fields
[ HTTP method
["] Query string
[] URIpath

["] Header

Filter logs

Add filters to control which web requests are logged. If you add multiple filters, AWS WAF evaluates them starting from the top.

No filters

Add filter




Amazon S3

Buckets

Access Points

Object Lambda Access Points
Multi-Region Access Points
Batch Operations

Access analyzer for 53

Block Public Access settings for
this account

v Storage Lens
Dashboards

AWS Organizations settings

Feature spotlight @)

» AWS Marketplace for S3

~r = =
£==1 0) JU =R

Amazons3 > Buckets > aws-waf-logs-xooox

aws-waf-logs-XXXXXX e

Objects | Properties | Permissions | Metrics | Management | Access Points

Objects (0)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly

grant them permissions. Learn more [

@ Copy S3 URI 3 Copy URL M pownload Open [4 Delete Create folder [ upload

Q. Find objects by prefix <1 > ®

Name A Type v Lastmodified v size v storage class v

No objects

You don't have any objects in this bucket.

[ Upload

S3[ZAYT IT7AILDERSINTLENFERSR

ERDRETEELZRMASNTELS . 774
ILAE RSN TUOVEL VRS



9.1 ED5E TR

Amazon 3 X AmazonS3 > Buckets > aws-wat-logsxowx > AWSlogs/ > accountidl > WAFLogs/ > web-ackregionl >
04/ > 26/ > 06/

Buckets 06/

Access Points

Object Lambda Access Points Oblects PrBnerties

Multi-Region Access Polnts

Batch Operations

Access analyzer for S3 Objects (1)

web-acl-name/

> 2022/ >

Copy S3 Ut

[Ztogetatistof

them parisions. Lear mers [
Block Public Access settings for = @

this account

jects, you'l

<1

v Storage Lens Q. Find objects by prefix o]
Dashboards
AWS Organizations settings ] Name A Type v Last modified v size v Storage class
0 oo Folder - -
Feature spotiight @)
» AWS Marketplace for 53
AmazonS3 > Buckets | aws-waf-logs-xxooxx > AWSLogs/ > account-id/ > WAFLogs/ » web-acl-regi > b. l> 2022/ >
04/ > 26/ > 08/ > OF
00/ Copy S3 U
Objects Properties
Objects (1)
Objects are the in Amazon S3. You A S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

them permissions. Learn more [2

bjects by prefix

Name A Typev  Lastmodified

_waflogs_web-acl-region_web-acl April 26, 2022, 15:02:32

= _20220426T0600Z_9422cae9.l0g.gz % (UTC+09:00)

v

Size v

545.0
B

S

Storage
class

Standard

@

v

“HELNERE 2.2, 2N THEWNET

FROBAEEEFHRDREICIOTEGYEY

ERDOELIGT7AILNERS SN NIE

1EDERIEET
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2. Lambda

BEERID S3 ITHASNT-T74I)L% CSC il S3 IZErk I HEXE

WAFLog H h% (BEZE 18I S3) M read ¥EBR policy YERk
WafCharm & A (CSC fil S3) @ put ¥R policy fERL
WafCharm &# Lambda FH® role Rk

Lambda &£

CloudWatch 04 8% E Z % (Lambda 1 07) X E



1. WAFLog &

Identity and Access x 1AM Policies
Management (IAM)
Policies (958) o
Q Search 1AM A policy is an object in AWS that defines permissions.
Dashboard Q Fitter policies by property or policy name and press enter
+ Access management
User groups Policy name
Users

AutoScalingGonsoleReadOnlyAccess

¥ AmazonDMSRedshitS3Role

Identity providers. AWSQuickSIghtListiAM
Account settings
AWSHealthFullAccess
w Access reports il RSP
Acoess analyzer lexaForBusinessGatewayExecution
Archive rules
AmazonElasticTranscoder_ReadOnlyAccess
Analyzers
Settios AmazonRDSFullAcCess

Credential report ‘Supportuser

Organization activty

AmazonEG2FullAccess
Service control policies (SCPs)
SecretsManagerReadWiite

AWSIoTThingsRegistration

AmazonDocDBReadOnIyAccess

§# AmazonMQApIFullAccess

§# AWSElementalMediaStoreReadOnly

AWSCertificateManagerReadOnly

AWSQuicksightAthenaAccess

H 11 5% read #&PR policy {ERk

Type. bt Used as Description
AWS managed None Provides read-only access to Auto Scal...
AWS managed None Provides access to manage S3 settings...
AWS managed None Allow QuickSight o list 1AM entities
AWS managed None Allows full access to the AWS Health A...
AWS managed None Provide gateway execution access to A...
AWS managed None ‘Grants users read-only access to Elastl...
AWS managed None Provides full access to Amazon RDS vi...
AWS managed-]...  None “This policy grants permissions to troubl...
Permissions poli Provides full via.
AWS managed None Provides read/write access (o AWS Se...
AWS managed None ‘This policy allows users to register thin...
AWS managed None Provides read-only access to Amazon ...
AWS managed None Provides full access to AmazonMQ via ...
AWS managed None Provides read-only permissions for Me.
AWS managed None Provides read only access to AWS Cert..
AWS managed None Quicksight access to Athena APl and S.

H—EZ “AM” &Y

“Policy” > “Create policy” &3



2.2. WAFLog H #1314 read #&[R policy {ERL

Create policy 2) (s .
b Service : S3

A policy defines the AWS permissions that you can assign to  user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more
Visual editor | JSON Import managed policy
Expand all | Collapse all

Action : GetObject

~ S3(1 action) Clone Remove

» Service S3

e Resources :
arn:aws:s3:::aws-waf-logs-xxxxxx/AWSLogs/<account-i

d>/WAFLogs/<web-acl-region>/<web-acl-name>/*

X 1.9 THEFEL = S3 Bucket 15

~ Resources @ Specific
close Al resources

object Lays.s3:: aws-wat-logs-oxxx /AWSLogs/ <accountid> WAFLOgSL..... DT © Any

Add ARN th restrict access

» Request conditions Specify request conditions (optional)

© Add additional permissions

Add ARN(s) x

X BROEMEREICEDLE THREL T ZS0L

‘Amazon Resource Names (ARNs) uniquely identify AWS resources. Resources are
unique to each service. Learn more ('

e = oo A N ~—[E=3] 3% Resources ITHEE T 5/ RICIFHT “ /" EFTHIE

Bucket name * aws-waf-10gs-Xxxxxx/AWSL: Any

Object name * : v Any rAd d J

Next: Tags ]— [ Review policy |
Cam:el A



2.3. WAFLog *

Create policy

Review policy

Name*

Summary

*Required

wafcharm-waflog-s3-read

Use alphanumeric and *+=,.@-_" characters. Maximum 128 characters.

WafCharm

Maximum 1000 characters. Use alphanumeric and *+=,.@-_ characte

Q Fiter

Service v Access level

Allow (1 of 325 services) Show remalning 324

s3 Limited: Read

L@

BucketName | string like | aws-waf-  None
Iogs-x000x, ObjectPath | string like |
Al

- Value

No tags associated with the resource.

Cancel | Previous Create policy

H 11 5% read #&PR policy {ERk

Name :
wafcharm-waflog-s3-read ((EE D& HI)

Description : WafCharm ({£&.)

[Create policy ]



2.4. WafCharm E]

Create policy

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edi a policy in the visual editor and using JSON. Leam more

Visual editor  JSON
Expand all | Collapse all
~ 3 (2 actions)
» Service S3
» Actions wyrite
PutObject

Permissions management
PutObjectAct

~ Resources ® Specific
close Al resources

object Qaws;s3::wafcharm.com/*

Add ARN tf restrict access

» Request conditions Specify request conditions (optional)

Add ARN(s)

Amazon Resource Names (ARNS) uniquely identify AWS
unique to each service. Learn more 2

es. Resources are

Specify ARN for object List ARNs manually

arn:aws:s3:::wafcharm.com/*

Bucket name * wafcharm.com Any

Object name *

] put #£[R policy 1ERk

eOc¢ Service : S3

Import managed policy

Action : PutObject, PutObjectACL

Clone Remove

Resources :
arn:aws:s3:::wafcharm.com/*

Any

X CSC fild S3 [Zxt9 H1ER

© Add additional permissions

[Add ]
Next: Tags |—[Review policy |



2.5. WafCharm ZE#£F put ¥R policy YERL

Create policy

Review policy

Name*

Description

Summary

* Required

L@

wafcharm-waflog-s3-put

Use alphanumeric and +=,.@-_" characters. Maximum 128 characters.

WafCharm
Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.
Q Filter
Service v Access level Hasoune iBaguest condition
Allow (1 of 325 services) Show remaining 324
s3 Limited: Write, Permissions management  BucketName | string like | None
‘wafcharm.com, ObjectPath | string
like | All
Key a  value v
No tags associated with the resource.
Cancel (22Tl | Create policy

Name :
wafcharm-waflog-s3-put (£ & D 4§l )

Description : WafCharm ({£&)

[Create policy



Identity and Access x IAM > Roles > Greate role
Management (IAM)

sep1

Select trusted entity

Q Search IAM
Dashboard step2

¥ Access management

User groups
step3

Poncres

Identity providers

Account settings
¥ Access reports

Access analyzer
Archive rules

Analyzers
Settings

Credential report

‘Organization activity

Senvice control policies (SCPs)

6. WafCharm 3

Select trusted entity

Trusted entity type
O AWS service AWS account Webdentity
Alow AWS services ke Alow entites in oher Alows users federated by
EC2, Lambda, o others el
o perform actions n this toyou ora ard party to dentty provider to
account. perform actons in this assume thisrole to
account. perform actons in his
account
‘SAML 2.0 federation Gustom trust policy
Alow users federated with Greate a custom trust
SAML20 rom a polcy to enable athers to
corporate dectory to perform actons in ths
m actions n his account.
account
Use case
Lamb this account

Common use cases

EC2
Allows EC2 instances to call AWS services on your behalf

Lambda
Allows Lambda functions to call AWS services on your behall

Use cases for other AWS services:

Choose a service to view use case

= |_Lambda

Cancel

] role 1ERK

HY—EX “IAM” &KUY

“Roles” > “Create role” %&iR

Use case:lLambda % #1R

Next



2.7. WafCharm & Lambda B

role ERK

T4 )L3—IZI AWSLambdaExecute |Z A L.

AWSLambdaExecute | %&3R

J4I)LA—|ZTwafcharm]Z A AL, —EDFHhi5

[wafcharm-waflog-s3-put ]
[wafcharm-waflog-s3-read | &% 1R

X 2.3, 2.5 TYERKL 7= policy

Next]



8. WafCharm E Lambda A role 1Rk

1AM > Roles > Create role

‘Select trusted entity

swp2
Add permissions.

stepa
Name, review, and create

Name, review, and create

Role details

Role name
Entor a moanngt namo to ity this roe.

wafcharm-wafiog

Maximum 128 characters. Use aphanumerc and '+=, G- characters.

Description
‘Add  short explanation fo i poicy.

WafCharm

Maimum 1000 characters. Use aphanumoric and '+, 0-_'charactors.

Step 1: Select trusted entities

-y
2 "Version": "2012-10-17",
e

3. “Statement’
1{

11 "lanbda. amazonaws . con"

Step 2: Add permissions
Permissions policy summary

Policy name 7 v Type

wafcharm-waflog-s3-read ‘Customer managed

wafcharm-waflog-s3-put ‘Gustomer managed
AWSLambdaExecute AWS managed
Tags
Add tags (Optional)

No tags associated with the resource.

Add tag

You can acd Up 1o 50 mrs tage

Role name:
wafcharm-waflog ({£ &)

J Description :
S WafCharm ({£&.)

Attached as. -
Permissions policy
Permissions poliy

Permissions polcy

25 DEMTEE

Cancel Previous

[ Create role]



- £ #i : wafcharm-waflog ({£ &)

Choose one of the following options to create your function.

Runtime : Node.js 12.x ~ Node.js 18.x

Execution Role : Use an existing role

BEE D O—)L : wafcharm-waflog
X 2.8 TERLT=2D

o ) X 1.6 TIEEL= S3 D\ ykrERIL)—2a0 T
L TS0

[ Create function |



Lambda #& % (BA%a—F)

Code source:
LD —RZBRY I+

| http://docs.wafcharm.com/manual/new_aws_waf/index.js

X VY—X[E AWS WAF D/I—S30 TEBYFET D
TIEELSZEW

% Node.js 18.x#ZHATEGGEIZIET7MILEE
index.mjs M5 index.js ~NEEBELTLZELY,

[Deploy ]


http://docs.wafcharm.com/manual/new_aws_waf/index.js

11. Lambda &2 (K —

Feedback

Add trigger
Add trigger I‘Ujj_': 83 %%*R

Trigger configuration

. Ny 1.6 TEREL - S3 bucket

Please select the 53 bucket that serves as the event source. The bucket must be in the same region as the function.

aws-waf-logs-xxxxxx v

| ARUNEIAT AT OMDERL (TRT)

Select the events that you want to have trigger the Lambda function. You can optionally set up a prefix or suffix for an event. However, for
each bucket, individual events cannot have multiple configurations with overlapping prefixes or suffixes that could match the same object
key.

All object create events v

TLI4vHR 1. 9OTHER LB

Enter a single optional prefix to limit the notifications to objects with keys that start with matching characters.

| AWSLogs/! /WAFLogs/ / /

Suffix - optional

Enter a single optional suffix to limit the notifications to objects with keys that end with matching characters. AWS Log S/< a CCO u n t- i d >/WA F LO g S/<We b-aCI - reg i o
Lambda will add the necessary permissions for Amazon S3 to invoke your Lambda function from this trigger. Learn n > / <We b = a CI = n a m e >/

more about the Lambda permissions model.

Recursive invocation = Iebe T E A - l/ \
If your function writes objects to an 3 bucket, ensure that you are using different S3 buckets for input and B F R — \ﬁ

output. Writing to the same bucket increases the risk of creating a recursive invocation, which can result in
increased Lambda usage and increased costs. Learn more

1acknowledge that using the same S3 bucket for both input and output is not recommended and that this
configuration can cause recursive invocations, increased Lambda usage, and increased costs.

FAdd
|




code | Test | MommI Configuration IAIIaus Versions

12. Lambda &£

General configuration i
ot General configuration into
Triggers
Description Memory
Permissions WafCharm 7 1288
Destinations Timeout
1 min 0 sec

Function URL - new

[ Configuration |

[ General configuration |

Lambda > Functions > wafcharm-waflog > Edit basic settings

Edit basic settings

Basic settings info

Description - optional
WafCharm & #tF

Memory Info

Your function is allocated CPU proportional to the memory configured.
128 |me

Set memory to between 128 MB and 10240 MB

Ephemeral storage Info

You can configure up to 10 GB of ephemeral storage (/tmp) for your function. View pricing [
512 |m8

Set ephemeral storage (/tmp) to between 512 M8 and 10240 M8,

Timeout

1 min | 0 sec

Execution role
Choose a role that defines the permissions of your function. To create a custom role, go to the IAM console.
© Use an existing role

) Create a new role from AWS policy templates
Existing role

Choose an existing role that you've created to be used with this Lambda function. The role must have permission to upload logs to Amazon
CloudWatch Logs.

wafcharm-waflog v

View the wafcharm-waflog role on the IAM console.

Description : WafCharm E# 8 (1

Timeout : 1 &




Lambda > Functions > wafcharm-waflog

wafcharm-waflog

v Function overview info

wafcharm-waflog

< e

+ Add trigger

Monitor | Configuration | Aliases | Versions

Code

Code source info

PO . ||

Q T indexs
T ooy G | L Msestries
E O intexss 3 const toducket = process. env. MAFCHARM BUCKE
H 4 const wafVersion - process.env.WAF_VERSION || "v2
H S const acl = "bucket-omner-full-control’
L i

7 const ANS - requireC’ans-sdk’;

8 const 3 = new

9 apiversion: '2006-03-01',

0

1

12 function destinationPath(version) {

B3 const v - version || wafVersion;

14 return ‘waflog/acceptance/${v} i

15 )

T
17 function sendCtoparans, retryium) {
1 F Cretrylum — 09 {
19 return;

Feedback

©

“nafchara. con';

+ Add destination

.13. Lambda &£

Tokyo

Description
WafCharm M#FG

Last modified
17 minutes ago

Function ARN

Function URL. Info

Upload from

Inc orits afiates. _Privacy _Terms _ Coolde preferences
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2.14. CloudWatch

Lambda B EITR TRV EERSNEEA

AWS a>%Y—)L > CloudWatch > A% % #iR
“ROBIBBEBRICARNINERT DI LDIED
T4 IUME: “&$HLAELN”

EIEOTWST=8

REICHLTAT ORFHAMEEEL TS
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3.1. WafCharm EIEEM®EIZTARLKR—FDEE

Waf Charm WebACL Config Web Site Config  Managed Rules

WafCharm~& > 2%
TEU Y EESECREET> TSN,

wafcharm.

Tk, X—/LEAIEEEE BRLR— bR SHIA S Wit WEEREHepR—Y 0
TLR— M R EFIRT 3, 2C8ROL. REREY T« VI ERELT
<EEW

Help<—3

X Lik—h&. 8 A¥AICETA 2 A R E AT 48

WafCharm & EE
ALEDA=a—&Y. [ Report ] ZER

Waf Charm Weo.

X ERLR—MEAA—DTT
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4. A= )L BREREZTZCFRASNDEGS

1 ~2FFTOHREMNT T L., b WafCharm EFREMEICTEAIEDEETE.
B ON (ST HEA—ILIZKDBRAMANBDBHABIRSNT S

o F—JLBHEDEKE

o A—)LBIIDXRE
o FA—)LEIHAR



il

A A= LB DEX

Waf Charn  WebACL Config  Veb Site Config Managed Rules Sample ~

n

WafCharmA& 5 &%
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Waf Charm WebACLConfig Web Site Config Managed Rules

il

sample ~

Web ACL Config ﬁ%@rweb ACL NameJEE*R

Web ACL ID Web ACL Name

‘Sample_ Web_ACL. [ ]
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Waf Charm WebACLConfig Web Site Config Managed Rules Sample
. . S
Vel AC. Conflgidiia Notification |z
<Back | & Edit Notification [l @ Delete

Web ACL ID IR KHAX KRR XKKXXRIK

Web ACL Name Sample_Web_ACL

Access key OR300

Sacretkey B L U———

Rule imit 10

Service type ALB or API Gateway

AWS region ap-northeast-1

Blacklist

Whitelst:

Default Action BLOCK

Use Managed Rule: unused
FQDN S3Path
sample.com 1/ @
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Waf Charm WebACL Config Web Site Config Managed Rules

sample ~

Notification : Detail

fotfication : Detal [Notification email | Edit | Z# 1R

Web ACL ID 0000000 XK XRRK XK XXXXVXRRKK oxx
Web ACL Name

X TIA4J)LME WafCharm EEE@EmADAS 1>
T — FAA—IL7RLANEZEESNTLNET

Managed Rule Email Notificatoin OFF

Notification email

Email Set date

‘sample@example.com 2020-03-10 11:19:06 +0900

WAEBMICT IO RREDBETT,
Lii— hsgE M E AT %
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Waf Charm WebACLConfig Web Site Config Managed Rules

Edit Notification Email

< Notification

EmailD%({EZ RA10FE TRRTEET,

' notification@exapmle.com

I Zlert@sample.com

example@cscloud.co,jp
example@cscloud.co,jp
example@cscloud.cojp
example@cscloud.co,jp
example@cscloud.cojp
example@cscloud.co,p
example@cscloud.co,jp

example@cscloud.cojp
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Notification : Detail
< Web ACL Config | [ Edit

Web ACL ID
Web ACL Name

WafCharm Email Notificatoin

Managed Rule Email Notificatoin

Notification email

>

18
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Waf Charm WebACLConfig Web Site Config Managed Rules

000X KKK XKKK-XXXXKXXXXXXX
Sample_Web_AGL

OFF

OFF
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Sample ~

Email

notification@example.com

Set date
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Waf Charm  Web A
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Notification
< Web ACL Config

[Edit] %8R

Web ACL ID 0KR-HHHK- XK XXX KOOI
Web ACL Name Sample_Web_ACL.

WafCharm Email Notifi OFF

Managed Rule Email N OFF

Notification email
 Edit
Email Set date

notification@example.com

alert@sample.com
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Web ACL Config  Web Site Config Managed Rules Sample ~
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Notification : Edit

['WafCharm Email Notificaition |z ON |
— [CZEFEL. savel
‘WafCharm Email Notificatoin OFF

Managed Rule Email Notificatoin B, oFF
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Waf Charm WebACL Config Web Site Config ~ Managed Rules

Notification : Detail
< Web ACL Config | @ Edit

Web ACL ID
Web ACL Name

WafCharm Email Notificatoin

Managed Rule Email Notificatoin

Notification email
@ Edit

Email
notification@example.com

alert@sample.com

BAEEMICT BOICRBENDETT,
Li— Mg tEARRIREE A FIAY B

XXX KKK XXXX KKK XXXXXNRK

‘Sample_Web_ACL

Set date
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RH (BLOCK/COUNT) Eht=tm & TRRDA—ILNEEFEINFT

A—)LAA L)L WafCharm Attack Detected.

A—JLZEH A : WafCharm Notification wafcharm-notification@cscloud.co.jp
«A—)L%E 5 : WafCharm Notification wafcharm-notification@cscloud.co.jp
«A—)LBCCJE : Notification email JIZEFINTULNAA—ILTRL R (4.6)

Attacks as follows were detected
This report includes up to 10 attacks detected in every buffer interval.
If you need to check more information and attacks, visit your AWS console.

WebACL Name(Web ACL ID): < & #k ®Web ACL Name> (< $%&#H MDWeb ACL ID>)

Matches Rule Name: wafcharm-blacklist-XXX
Time(UTC): Thu, 01 Apr 2020 20:20:00 GMT
Source [P: XXX XXX XXX XXX

Source Country: JP

Action: BLOCK

URI: /
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o 1A=L (AT IT7AI) [IDERKRI0GEFETRMABRINEEH INET

o BEAMEMRIE. Web ACLNLSINDEEHENERTHS 57 ELEYET

e new AWS WAF {t#k® WafCharm Tl& CSC vRr—URIL—)LEDEEREE LTV =6, AWS WAF
Classic £ # THIA A RELL CSC Y R—URIL—IILERDBEIHEREEHYFE A

o PBEHRERDIL—ILTIL—TEHEALTULEWIL—ILTO COUNT BRAIZEHEINEEA
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o BEHRD S3ICTHASN-ATI7MILIEREICIGCLTIIIH AUV RS Z AV TERM
(1 BE%)IC S3 Glacier ~DRECHIBRT S LEHRELET

o AWSI[CTHER®D IP PRLADMBZERE TETCLVELMES ARLAR—FOERICT - J&
HASNEIENHYFET

o MA~D WAF OV EEHEREZCHLEDREIE. FHICTR 2 R2lH2AO L. AT TI7/ILDTL
4949 R (<account-id>_waflogs_<Region>_ <web-acl-name>) &ExXtR M Web ACL ID #HEFLFEE LY
O fEELTz S3 I WAF O M AShTILVAIE
O CloudWatch @A~ kO% 12 ERROR A AN TULVELZ & (START/END/REPORTD 31T IFAREH Hxh TLND )
B ERROR QiR AE
CloudWatch -> Log groups -> /aws/lambda/Lambda B#i4 (¥ =27 JL D54 : wafcharm-waflog)
-> & (—FEL)D Log Stream Z:EIR -> ERROR D AvtE—U FEFER
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e Lambda EEIRIZA—IL (RS —)DIERZHRELIZIFE. BEPD Lambda IZEE mARBRENLL
WA BETE AN HT=8. index.js

o AWS KYRBINTWEAT TILA) D THEEDREREICDOVWTITEARMIC JEHERLTYFET
o action: Block DA RET S IT/INA) T EHRELIZEE -
m  BLOCKL=OJ DA ERSINB1=0. BEBEEEE B RLR—ME BLOCK OO EAR—RIEBEINET
o action: Count DA REFT 274N A) T EHRELIZEE -
m  WafCharm @ Count [& AWS MEZL TS Count &IFELR=6. BEIEBRLIR—FAELLHEBELEEA



