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Overview

AWS WAF Managed Rules "Rule Group Exceptions" function setting can be easily set on
WafCharm management console, without accessing the AWS management console.

- What is “Rule Group Exceptions” function?
This function allows you to switch individual rules
in AWS WAF Managed Rules to COUNT / BLOCK mode.

- What are AWS WAF Managed Rules?

It is a set of rules consisting of large number of rules, which can be purchased on AWS Marketplace.
Please refer to the following link for more info on the rules provided by AWS Marketplace Sellers.
https://aws.amazon.com/marketplace/solutions/security/waf-managed-rules
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https://aws.amazon.com/marketplace/solutions/security/waf-managed-rules

2. Requirements

The following settings are required to start using Rule Group Exceptions function in WafCharm.

2.1 Subscribe to the Managed Rules provided by CSC from the following link.
Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set-

2.2 Apply the above Managed Rules in the Web ACL registered to WafCharm.

2.3 Users on "Entry Plan" can not use WafCharm's rule group exception function.
You need to subscribe to “Business Plan” or above.
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3. How to Enable "Rule Group Exceptions" Function
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3.1 Web ACL Config Setting

3.1.1 Log in to WafCharm management console.

3.1.2 Open the Web ACL Config screen to which Managed Rules are applied.

3.1.3 Please refer to the following blog if you have not completed Web ACL Config registration.
WafCharm Initial Setting Manual

waf'Charm Web ACL Config Web Site Config Managed Rules TEST USER ~

Web ACL Config

<Back | © AddACL

Web ACL ID Web ACL Name

A ol Tl N P TEST g 0


https://www.wafcharm.com/en/blog/check-wafcharm-setting/

3.2 Enabling "Rule Group Exceptions" Function

3.2.1 Open the Edit screen of Web ACL Config.

3.2.2 Change "Use Managed Rule" from "unused" to "used".
3.2.3 Click “Save”.

*Settings can be changed at any time.

Waf Charm Web ACL Config Web Site Config Managed Rules TEST USER ~

edit access key and secret key?

Rule limit
10

Choose AWS service type *
ALB or API Gateway

Choose your AWS region *
ap-northeast-1

Blacklist
203.0.113.0, 203.0.113.1, 203.0.113.2

Whitelist
198.51.100.0, 198.51.100.1

Default AWS WAF Action
BLOCK

Use Managed Rule
used
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Enabled "Rule Group Exceptions"” Function

The rule group exception function is now ready to use.
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4. Using "Rule Group Exceptions" Function
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4.1 How to Check the Managed Rules List and Exception Setting Status

4.1.1 Switch to Managed Rules screen

Switch to Managed Rules screen by clicking "Managed Rules".

Waf Charm WebACLConfig Web Site Config Managed Rules TEST USER ~

Web ACL Config : Detail

<Back | #Edit | A Notification |} = Managed Rules @ Delete
Web ACL ID o Tl o, By ol P Y PV K,
Web ACL Name TEST
Access key
Secret key
Rule limit 10
Service type ALB or API Gateway
AWS region ap-northeast-1
Blacklist
Whitelist:
Default Action BLOCK
Use Managed Rule: used
FQDN S3 Path

example.com L — U



4.1.2 Managed Rules Screen

On the following screen, you can check the list of rules in Managed Rules.
For details on links inside the yellow box below, please refer to the appendix.
(Available Operations on the Managed Rules page)

4.1 How to Check the Managed Rules List and Exception Setting Status

*For the first time users of Rule Group Exceptions function, the "Action Override" status in the red box below is "Checking". Since it is
checking the status of our Managed Rules applied to your AWS WAF, please wait until the status is reflected. (About 10 minutes)

Waf Charm WebACLConfig Web Site Config Managed Rules

Managed Rules

Web ACLs > Web ACL: TEST

& Edit X Waiting Tasks % Completed Tasks & Refresh Status
Rule Group Section

Managed Rule Group Name

Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set-

Individual Rules Section

No Rule Id Name
1 [V Ve g . _FE LR RN LV S ] bad_useragent-header-001
2 gl [0 O -SEN.  - T [T bad_useragent-header-002

Attack Type
bad_useragent

bad_useragent

Field Type
header

header

TEST USER ~

Action Override

Checking

Action Override
No

No

Action
© BLOCK

©BLOCK



4.1 How to Check the Managed Rules List and Exception Setting Status

4.1.3 Managed Rules Screen (After confirming the status of our Managed Rules)

You can check the status of our managed rules applied to your AWS WAF in the following screen.
After confirming the status of our Managed Rules applied to your AWS WAF, the current status will be
reflected in "Action Override" in the red box as shown below.

Waf Charm WebACL Config Web Site Config Managed Rules TEST USER ~

Managed Rules
Web ACLs > Web ACL: TEST
& Edit X Waiting Tasks i Completed Tasks < Refresh Status

Rule Group Section

Managed Rule Group Name Action Override

Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set- No override

Individual Rules Section
No Rule Id Name Attack Type Field Type Action Override Action
1 Pl S S W R P R ] bad_useragent-header-001 bad_useragent header No @ BLOCK

2 phellald 00 B =800 S - Rl e D=l bad_useragent-header-002 bad_useragent header No ©BLOCK



4.1 How to Check the Managed Rules List and Exception Setting Status

4.1.4 AWS WAF status on AWS Management Console

You can check the state of "Action" on AWS Management Console as shown below, and confirm that it matches

the one on the Managed Rules screen.

Services v Resource Groups -

AWS WAF Web ACLs
| web AcLs 1 Delete
Rules
Marketplace Filter  Asia Pacific (Tokyo) o4
Conditions Name

Cross-site scripting
Geo match

IP addresses

Size constraints
sQL injection

String and regex
matching

AW.
Summary

Shield

Protected resources
Incidents

Global threat
environment

AWS FMS
Security Policies
Rule groups

Settings

Requests  Rules  Logging

It a request matches all of the conditions in a rule, take the corresponding action Edit web ACL

Order Rule Type Action

1 Regular Count requests
2 Regular Count requests
3 Regular Count requests
4 Regular Count requests
5 = Regular Count requests
6 Cyber Security Cloud Managed Rules for AWS WAF - Group No override

HighSecurity OWASP Set-

If a request doesn't match any rules, take the default action

Default action  Allow all requests that don't match any rules

The following rules within the rule group will be overridden to count

Rule group name

Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set-

0 rule(s) excluded

Global ~

Support v

(2}



4.2 How to Change the Action of Entire/Individual Rules of Managed Rules

4.2.1 Changing the Action (Edit Screen)

Click "Action" in the "Action Override" section & click "Update".

Managed Rules
wes Act-TesT

- In case of BLOCK, set "Action Override" to "No" S - S

- In case of COUNT, set "Action Override" to "to Count" e
* It takes about 10 minutes to reflect the setting. Emjzw Em : §
* The Managed Rules screen on the right does not show all the rules in our = — = - e
Managed Rules, but is a pick-up of rules that is considered better controlled by s _— T
the user. — = 5 - -
* If you would like us to change some sort of rule’s action other than the right et - 3 -
rules, please let us know. S = = = e

g

©8L0cK

|
2
I



4.2 How to Change the Action of Entire/Individual Rules of Managed Rules

4.2.2 Checking the Status on Managed Rules Screen

After changing the "Action" of our Managed Rules on the AWS Management Console, it
takes about 10 minutes to reflect it on the Managed Rules screen below.

Waf Charm Web ACL Config Web Site Config Managed Rules TEST USER ~

Managed Rules

Web ACLs > Web ACL: TEST

& Edit X Waiting Tasks % Completed Tasks & Refresh Status
Rule Group Section

Managed Rule Group Name Action Override

Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set- No override
Individual Rules Section

No Rule Id Name Attack Type Field Type Action Override Action

1 PR = _RITTE IR L L ] bad_useragent-header-001 bad_useragent header to Count 1l COUNT
2 ] T T BT TS T bad_useragent-header-002 bad_useragent header to Count 1l COUNT
3 o gy sy ed 800 D] 1 el cookie-body-001 cookie body No © BLOCK
4 LESE Y R R N R o il ] cookie-gs-001 cookie

gs No © BLOCK



4.2 How to Change the Action of Entire/Individual Rules of Managed Rules

4.2.3 AWS Management Console Status

You can also confirm the result of "Action" change on the AWS Management Console.
The AWS Management Console reflects the rules that you want to be in COUNT mode in Managed Rules.
(Please refer to the red box below)




4.3 How to Check the Status of Operation of Action Change
4.3.1 Checking the status of operation

By clicking the "Waiting Tasks", you can check the current status of pending tasks.

Waiting Tasks Screen

waf Charm Web ACL Config Web Site Config Managed Rules TEST USER ~
Managed Rules
Web ACLs > Web ACL: TEST
# Edit X Waiting Tasks 3 Completed Tasks & Refresh Status
Task Status Accepted

Target Rule ID Name
Group Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set- Refresh Status Waiting 2019-06-05 10:20:57 +0900



4.3 How to Check the Status of Operation of Action Change
4.3.2 Operation Completion Status Confirmation

By clicking the "Completed Tasks", you can confirm the status of completed tasks.

Completed Tasks Screen

Waf Charm Web ACL Config Web Site Config Managed Rules TEST USER ~

Managed Rules
Web ACLs > Web ACL: TEST

& Edit X Waiting Tasks 3 Completed Tasks & Refresh Status

Target Rule ID Name Task Status  Accepted Completed
Rule [T T T bad_useragent-header-001 Update to Override to Count Success 2019-06-05 12:07:45 +0900 2019-06-05

Rule  mllllenil- (N ISCH - SIS -l I  bad_useragent-header-002 Update to Override to Count Success 2019-06-05 12:07:45 +0900 2019-06-05
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Using "Rule Group Exceptions" Function

That's it on how to use the rule group exceptions function.
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5. Appendix
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5.1 Available Operations on the Managed Rules Page

Detailed explanation of the following menu provided on the Managed Rules page.

waf Charm WebACL Config Web Site Config Managed Rules TEST USER ~

Managed Rules

Web ACLs > Web ACL: TEST
£ Edit X Waiting Tasks 3 Completed Tasks & Refresh Status

Title Role

Edit Used to change the "Action" of individual or entire rules of Managed Rules.

Waiting Tasks You can check the list of currently pending tasks.

Completed Tasks You can check the list of completed tasks.

Refresh Status Used to match the status with our Managed Rules on the AWS Management Console. If you change the "Action" of our
Managed Rules on the AWS Management Console side, please click here to match the status.




5.2 Action Override

Detailed explanation of "Action Override" in "Rule Group Section" and "Individual Rules Section".

Waf Charm WebACL Config Web Site Config Managed Rules TEST USER ~
Managed Rules

Web ACLs > Web ACL: TEST
£ Edit X Waiting Tasks 3 Completed Tasks & Refresh Status

Rule Group Section

Managed Rule Group Name

Action Override
Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set- No override
Individual Rules Section
No Rule Id Name Attack Type Field Type Action Override Action
1 il G nohl B0 B el e bad_useragent-header-001 bad_useragent header to Count 1l COUNT
2 e S L R LR ol R RN ] bad_useragent-header-002 bad_useragent header to Count 1l COUNT
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5.2.1 About "Action Override" in Rule Group Section

e The Rule Group Section allows you to set the action of the entire Managed Rules.
o The following actions can be selected.

Action Override Action when detected

No override BLOCK

Override to count COUNT
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5.2.2 About "Action Override" in Individual Rules Section

e The Individual Rules Section allows you to set the action of individual rules.
o The following actions can be selected.

Action Override Action when detected

No BLOCK

to Count COUNT




5.3 Action

e The "Action" column shows the “Action” when operating on AWS.
o "Action" when operating on AWS is the action that is determined by the combination of
"Action Override" of the Rule Group Section and Individual Rules Section.
*For combination patterns, please refer to the next page.

Waf Charm WebACL Config Web Site Config Managed Rules TEST USER ~

Managed Rules

Web ACLs > Web ACL: TEST

# Edit X Waiting Tasks X Completed Tasks & Refresh Status
Rule Group Section

Managed Rule Group Name Action Override

Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set- No override

Individual Rules Section

No Rule Id Name Attack Type Field Type Action Override Action
1 | G e L Bt A e, esaeim 0 bad_useragent-header-001 bad_useragent header to Count 1l COUNT
2 T T WA YT T bad_useragent-header-002 bad_useragent header to Count 1l COUNT




5.3.1 Action Override Combination Pattern

Example: If you select "Override to count” for the "Action Override" in the Rule Group Section,
the "Action" will be "COUNT", even if the "Action" of Individual Rules Section is set to "No".

Rule Group Section
Action Override

Individual Rules Section
Action Override

No override No BLOCK
No override to Count COUNT
Override to count No COUNT
Override to count to Count COUNT




5.4 Task

When you update “Action Override”, WafCharm executes instructions to AWS WAF
asynchronously as “Task”, so you can check the execution status in the red box below.

Waf Charm WebACLConfig Web Site Config Managed Rules TEST USER ~
Managed Rules
Web ACLs > Web ACL: TEST
& Edit X Waiting Tasks i Completed Tasks < Refresh Status
Target Rule ID Name Task Status  Accepted Completed
Rule SO CrmLapnt. Ay W 'F  bad_useragent-header-001 Update to Override to Count | Success 2019-06-05 12:07:45 +0900 2019-06-05

Rule  mllemalieal- ) BCH- SN SN -0 B  bad_useragent-header-002

Update to Override to Count

Success 2019-06-05 12:07:45 +0900 2019-06-05

Task

Details

Update to Override to Count

Change to COUNT mode

Update to No Override

Change to BLOCK mode

Refresh Status

Get Managed Rules Status on AWS Management Console




5.5 Status

The status of the "Task" is shown in the red box below.

Waf Charm WebACL Config Web Site Config Managed Rules

TEST USER ~
Managed Rules
Web ACLs > Web ACL: TEST

& Edit X Waiting Tasks X Completed Tasks & Refresh Status

Target Rule ID Name Task Status || Accepted Completed
Rule RO S apst. e .ae "  bad_useragent-header-001 Update to Override to Count | Success
Rule  mlmlail- ) RS- S-S0 -Jnl0hin I8 bad_useragent-header-002

2019-06-05 12:07:45 +0900 2019-06-05

Update to Override to Count | Success

2019-06-05 12:07:45 +0900 2019-06-05

The "Status" is set according to the processing status. Status types are described on the next page



5.5.1 Status Type (1/2)

Status

Meaning

Countermeasure

Success

Success

Failed(Permission error)

Insufficient permissions

Please refer to the following page for the IAM settings for
permissions.
https://www.wafcharm.com/en/blog/aws-iam-setting-for-wafcharm/

Failed(Managed Rule not found)

Managed Rules are not attached to the
Web ACL.

1. Make sure that our Managed Rules are attached to the Web ACL.
2. Please check the requirements for using it.



https://www.wafcharm.com/en/blog/aws-iam-setting-for-wafcharm/

5.5.1 Status Type (2/2)

Status

Meaning

Countermeasure

Failed(Unknown error happened)

Failure due to unknown error

1. Please try again if the Rule Group Exception function can be used.
2. If the situation does not improve with Step 1, please contact
WafCharm support.

wafcharm-support@cscloud.co.jp

Failed(Max retry was over)

Failure due to retry processing
reaching its uper limit

1. Please try again if the Rule Group Exception function can be used.
2. If the situation does not improve with Step 1, please contact
WafCharm support.

wafcharm-support@cscloud.co.jp



mailto:wafcharm-support@cscloud.co.jp
mailto:wafcharm-support@cscloud.co.jp
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For any questions or concerns, please contact WafCharm Support at:

wafcharm-support@cscloud.co.jp
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